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About This Guide
document and othttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlher product-related documents are described in the Related Documentation table.Related DocumentationTable 1: Oracle Communications Application Orchestrator LibraryDocument NameDocument DescriptionRelease NotesContains feature support information, and known issues pertaining to this release.Installation GuideContains instructions for installing Oracle Communications ApplicationOrchestrator as a standalone application or installing Oracle CommunicationsApplication Orchestrator together with Oracle Communications Session DeliveryManager.Plug-in Guide for SessionDelivery Network ElementsDescribes how to use Oracle session delivery product plug-ins with OracleCommunications Application Orchestrator.User GuideDescribes how to centrally manage and automate your virtual and physicalnetwork environment of composite network functions (CNFs). The OracleCommunications Application Orchestrator application is implemented by doingthe folhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmllowing:? Use the Security Manager to create new users and new user groups, and setgroup-based authorization.? Configure X.509 certificate authentication.? Add a virtual infrastructure management (VIM) system to manage VNF life-cycles.? Register an Element Manager (EM) with Oracle CommunicationsApplication Orchestrator in order to stage a CNF from its CNF descriptor(CNFD).? Manually use the CNF onboarding workflow to choose, stage, and promote apre-existing CNF plug-in, and configure the CNF to deploy and make thisCNF operational.? Automate the manual process of making a CNF operational by using thehierarchical service configuration (HSC) feature.? Monitor Oracle Communications Application Orchestrator real-time KPIthresholds, device status and performance information for CNFs.? Use the Fault Manager to view events, alarms and trap event settings.REST API GuideThe Oracle Communications Application Orchestrator REST API interfhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlaceinteracts with the Northbound Interface (NBI) to get the available fault alarms.Security GuideProvides the following security guidelines and topics:? Guidelines for performing a secure installation of Oracle CommunicationsApplication Orchestrator on your server, which includes methods for securingthe server, firewall settings, system support for encryption and randomnumber generators (RNG), using HTTPS, and password guidelines.? An overview of the Security Manager features that are used to configuregroups, users, operations, privileges, and manage access to the system.Oracle? Communications Application Orchestrator7
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Document NameDocument Description? Security maintenance, which includes a checklist to securely deploy OracleCommunications Application Orchestrator on your network, maintainingsecurity updates, and security considerations for developers.
History
DescriptionAhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlugust 2015? Initial release.April 2016? Existing sections in the Oracle CommunicationsApplication Orchestrator REST API Overviewchapter were updated and Input and OutputParameters, URL Request Methods, and Viewing theXML Schema for a REST API Resource Objectsections were added.? The name of the Accessing the ApplicationOrchestrator REST API chapter was changed toConfigure and Access Application OrchestratorREST API. Existing sections were updated and addedto the Configure the REST Client section.? The following chapters were added:? VIM and VDC Resources? VM Image Retrieval? NF Resources? Application Orchestrator Scaling Events? Fault Retrieval? Application Orchestrator REST API ExamplesAugust 2016? A note was added to the Application OrchestratorREST API Overview chapter that says if you areusing JSON for your REST implementation, the rootelement should be excluded in the request payload.About This Guide8Oracle? Chttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlommunications Application Orchestrator
9


1
Orchestrator REST API Overview
Communications Application Orchestrator provides a REST API interface that allows a northbound clientapplication, such as a network service orchestrator (NSO), to interact with Oracle Communications ApplicationOrchestrator.Pre-RequisitesAny application that needs to interact with Oracle Communications Application Orchestrator through the REST APIinterface must be able to send HTTP/HTTPS requests and receive HTTP/HTTPS responses. The application musthave a software development toolkit that can generate the HTTP requests and receive HTTP responses. The requestand response body are available in either XML or JSON formats. A XML and JSON parser toolkit is needed in theapplication to be able to parse the XML or JSON data.Note: The REST API resource examples provided in this guide are represented in XML format http://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlonly.Note: If you are using JSON for your REST implementation, the root element should be excluded in therequest payload. The JSON response example below contains the root element, which is highlighted in bold."session": "userName": "admin","password": "NextGen"The JSON response example below has the root element removed:"userName": "admin","password": "NextGen"The following sections describe the URL resources and request and response information that are used in each RESTAPI in this guide.Oracle? Communications Application Orchestrator9
10


Application Orchestrator REST API Resource Tree
Orchestrator REST API Overview10Oracle? Communications Application Orchestrator
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URL Parameters
URL parameters for any Oracle Communications Application Orchestrator API contains either the server IPaddress or the DNS name of the server, the port number ohttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmln which Oracle Communications Application Orchestratoris running, and its uniform resource identifier (URI).The following example shows a full URL directory path for an Oracle Communications Application OrchestratorREST resource used to list the catalog of CNFDs:https://<OCAO ip-address or DNS name>:8443/rest/v1.0/ocao/nfResources/nfdsThe following example shows a full URL for the login REST API:https://<OCAO ip-address or DNS name>:8443/rest/v1.0/admin/login? The instance portion of the URL (https://<OCAO-ip-address>:8443/) specifies the Oracle CommunicationsApplication Orchestrator server IP address and its designated port number (8443) that was defined during theinstallation of Oracle Communications Application Orchestrator. See the Configure Web Server Security sectionin the Oracle Communications Application Orchestrator Installation Guide for more information.? The Uniform resource identifier (URI) portion of the fixed URL stahttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlrts with /rest, the major and minor version (/v1.0) of the API, the API category name (/admin), and the resource (/login).Note: Minor versions expand the interface and do not change the request and response body format. Forexample, everything in v1.1 is available in v1.2 and all existing request and response message formats arethe same.
Request Methods
: Request and response messages support both XML and JSON formats and have the same formats.RequestDescriptionGETThe specified read-only operation passes queryparameters to the resource and retrieves data from theresource without changing it. Unless otherwise specified,this operation returns the configured state of theresource.POSTThis operation submits data to be processed by thespecified resource in the request body, and is also able tocreate a new resource with the details contained in theJSON or XML request body.PUTThis operation updates the specifihttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmled resource with newinformation that replaces or modifies the previous datawith the following conditions:? This operation cannot be used to create a newresource.? The request body must contain the completerepresentation of mandatory attributes of theresource.DELETEThis operation deletes a resource. If the resource hasalready been deleted, a "404 Not Found" response isreturned.Application Orchestrator REST API OverviewOracle? Communications Application Orchestrator11
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Request and Response Message Format
Oracle Communications Application Orchestrator REST API supports both XML and JSON data formats in therequest and response message. Request and response data formats are always same.A request to the API resource always returns a response code through HTTP/HTTPS. Error response codes typicallyhave two types: 4xx series status codes for client side issues and 5xx series status codes for serverhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.html side issues. Anerror response also contains an error body in either XML or JSON format containing the http status code, server errorcode, error label and error message that are defined by Oracle Communications Application Orchestrator server.For example, the following server error response (in XML format) shows that the server failed to get alarms:<errorCode>15034</errorCode><errorLabel>DBS_QUERY_EXCEPTION</errorLabel><message>Database query encountered an exception.</message>
or Response Parameter Object
Communications Application Orchestrator is supported by various VIMs and element managers (EMs) toorchestrate a variety of NFs through plug-ins. The REST API uses a parameter object in a request and response toaccommodate the differences in the system and facilitate a REST client application.A parameter object can contain the following attributes:? name—The parameter name.? valueType—Any of the followhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmling supported parameter types:? String? NumberString? BooleanString? IPV4String? IPV6String? MACAddressString? SubnetGatewayString? SubnetMaskString? SingleSelection? MultiSelection? description—Parameter description.? minValue—The minimum allowed value for a NumberString parameter type.? maxValue—The maximum allowed value for a NumberString parameter type.? Value—The current parameter value.? ValueList—The current parameter value list if the parameter is multiSelectionList.? validValues—The valid value options for the selection type parameter.? readOnly—This parameter informs users whether a parameter accepts user input.The following example shows how request or response parameters can be represented in a schema:Application Orchestrator REST API Overview12Oracle? Communications Application Orchestrator
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Figure 1: Request or response parameter schema exampleNote: When a parameter object is used http://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlfor configuration input, users only need to provide name and valueattributes, the rest of the attributes in the parameter can be ignored.
API Pagination Parameters
following pagination parameters can be found in Oracle Communications Application Orchestrator REST APIresources:? limitation—Total number of objects allowed. The default is 50.? numberOfElements—Number of elements per page allowed.? offset—The page offset within a data structure object that is a number indicating the distance (displacement) fromthe beginning of the object up until a given element within the same object. The default page offset is one.The following example shows how response page display parameters can be represented in a schema:Figure 2: Page display parameters
Response Status Codes
table below lists all possible HTTP/HTTPS success status codes that appear in the message.Response CodeDescription200 (OK)Thttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlhe standard response for successful requests. The actualresponse depends on the request method used. GET, PUTand POST are successful request methods. For example,Application Orchestrator REST API OverviewOracle? Communications Application Orchestrator13
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Response CodeDescriptionin a GET request, the response contains an entitycorresponding to the requested resource and in a POSTrequest, the response contains an entity describing orcontaining the result of the action.202 (Accepted)The request has been accepted for processing, but theprocessing has not been completed. The request may notbe acted upon, as it might be disallowed whenprocessing actually takes place.204 (No Content)The server successfully processed the request, but is notreturning any content. This code is usually used as aresponse to a successful delete request.
Response Status Codes
table below lists all possiblhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmle HTTP/HTTPS error response codes that appear in the message.HTTP/HTTPS Response CodeDescription400 (Bad Request)The server cannot or does not process the request due tosomething that is perceived to be a client error (Forexample, malformed request syntax, invalid requestmessage framing, or deceptive request routing).401 (Unauthorized)Similar to 403, this response is used when authentication(login) is required and has failed (invalid user orpassword, or both) or has not yet been provided, or therequest has no valid session ID. The response mustinclude a WWW-Authenticate header field containing achallenge applicable to the requested resource.403 (Forbidden)The request was a valid request, but the server is refusingto respond to it. Unlike a 401 response, authenticatingmakes no difference. The user is forbidden access to theresource or operation on the resource due to insufficientprivileges.404 (Not Found)The requested reshttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlource could not be found or deleted,but may be available again in the future. Subsequentrequests by the client are permissible.405 (Method Not Allowed )A request was made of a resource using a requestmethod not supported by that resource; for example,using GET on a form which requires data to be presentedthrough POST, or using PUT on a read-only resource.500 (Internal Server Error)There is an internal server error.
Client Code
section provides examples for using the REST API with various client-side libraries and cURL. The REST APIcan be utilized in several different programming languages. The development environment determines how to accessthe REST API.Application Orchestrator REST API Overview14Oracle? Communications Application Orchestrator
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Jersey Client Package Example
must download a Jersey release and put the JARs in your class path to use the Jersey package. http://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlIf using the JSONmessage format, you must also retrieve any additional JARs described in the Jersey User Guide. The following JARsare required to support MOXy as your JSON provider:jersey-entity-filtering-2.9.jarjersey-media-moxy-2.9.jarorg.eclipse.persistence.moxy-2.5.0.jarorg.eclipse.persistence.core-2.5.0.jarorg.eclipse.persistence.antlr-2.5.0.jarorg.eclipse.persistence.asm-2.5.0.jar
JDK Net Package Example
additional 3rd party JARs are required to make REST API calls using the JDK net package.
Example
section provides some samples using the cURL command-line tool to make REST API calls.The following login example shows the input and output of the user.xml file:curl -v -c sessionid.txt -X POST -d@user.xml -H"Content-Type: application/xml" -H"Accept: application/xml" http://localhost:8080/rest/v1.0/admin/login<?xml version="1.0" encoding="UTF-8"?><session><userName>admin</userName>http://www.anggang.com/pdf/LtnBuSbIiIMJ.html<password>admin</password></session>
the Schema for a REST API Request or Response Message
XML schema of a REST API request or response message contains a variety of input parameters and has thefollowing attributes:? The " " plus attribute shows where the schema can be expanded.? The "..." symbol indicates cardinality (there can be one or more) of an object or sub-object? The "-" minus attribute indicates where the schema is expanded.? An example of the expanded resource object schema is shown in the following figure. The major components ofan object are its sub-object(s) and node(s). Each node is an input parameter.Application Orchestrator REST API OverviewOracle? Communications Application Orchestrator15
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Figure 3: Request/Response Message SchemaApplication Orchestrator REST API Overview16Oracle? Communications Application Orchestrator
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2
://www.anggang.com/pdf/LtnBuSbIiIMJ.htmltrative Resources
this chapter to log into and out of the Oracle Communications Application Orchestrator REST API.
Into Application Orchestrator User Account
following REST API resource URI can be used to log into an Oracle Communications Application Orchestratorvalid user account session.URLURIRequestMethodDescription/v1.0/admin/loginPOSTInitiates a client/server session and returns a valid session ID. Forexample: https://OCAO_ipaddress:8443/rest/v1.0/admin/login? Normal response code: 200 (OK)? Error response code: 400 (Bad Request), 401 (Unauthorized)Request SchemaParameterTypeDescriptionuserNameStringThe Oracle Communications Application Orchestrator username.passwordStringThe Oracle Communications Application Orchestrator userpassword.Oracle? Communications Application Orchestrator17
18


Response SchemaParameterTypeDescriptionidleTimeoutLongIdle time http://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlbefore the server closes the session, if no request fromthe client is received.serverInfoStringServer-generated information.sessionIdStringServer-generated session IDuserGroupStringUser group to which the user belongs.userNameStringUser name.
of an Application Orchestrator User Account
following REST API resource URI can be used to logout of an Oracle Communications Application Orchestratorvalid user account session.URLURIRequestMethodDescription/v1.0/admin/logoutPOSTTears down a session with a valid session ID. When logging outof a user account, always ensure that the REST client is called onan active login session so that Oracle CommunicationsApplication Orchestrator can properly clean up resources.? Normal response code: 204 (No content)? Error response code: 400 (Bad Request), 401 (Unauthorized),403 (Forbidden), 500 (Internal Server Error)Note: There is no request or response output fohttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlr this API resource.Administrative Resources18Oracle? Communications Application Orchestrator
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3
and VDC Resources
can use Oracle Communications Application Orchestrator REST API to retrieve and configure both virtualinfrastructure manager (VIM) and virtual data center (VDC) resources.
Resources
Communications Application Orchestrator manages the life-cycle of a VNF through the Oracle OpenStackvirtual infrastructure manager (VIM) or VMWare vCloud Director VIM. The VIM is an orchestration engine thatmanages a data center, and is required for deploying a Network Function (NF). You can use the REST API to retrieve,change, add, or delete Oracle OpenStack or VMWare vCloud Director VIM.
All VIM Types
following REST API resource URI can be used to list all valid VIM types that are available.URLURIRequestMethodDescription/ocao/vimResourceshttp://www.anggang.com/pdf/LtnBuSbIiIMJ.html/typesGETThe resource lists all the supported VIM types.? Normal response code: 200 (OK)? Error response code: 400 (Bad Request), 401 (Unauthorized)Request SchemaNote: There are no request parameters for this API resource.Response SchemaOracle? Communications Application Orchestrator19
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ParameterTypeDescriptionvimTypeStringOutputLists all valid VIM types, which can be vCloud Director, orOracle OpenStack.
Initial VIM Configuration Parameters
following REST API resource URI can be used to retrieve the initial VIM configuration parameters before youcreate a VIM.URLURIRequestMethodDescription/ocao/vimResources/types/vimTypeNameGETThe resource retrieves initial configuration parameters, includingthe credential parameters necessary for the creation of a VIM.? Normal response code: 200 (OK)? Error response code: 400 (Bad Request), 401 (Unauthorized),404(Not Found), http://www.anggang.com/pdf/LtnBuSbIiIMJ.html500 (Internal Server Error)Request SchemaNote: There are no request parameters for this API resource.Response SchemaParameterDescriptiontypeThe VIM type. For example, vCloud Director, or Oracle OpenStack.vimURLThe base URL address to the cloud service. For example: https://mycloud.com:443vimUsernameThe user name used to login to the VIM server application account.vimPasswordThe password used to login to the VIM server application account.vimOrganizationThe organization used by a vCloud Director VIM only.vimDomainThe domain IP address or name used for the authentication of OpenStack VIMusers only. A domain can represent an individual, company, or operator-ownedspace.
Dynamic VIM Configuration Parameters and Required UserCredentials
following REST API resource URI can be used to retrieve any of the dynamic VIM configuration parameters thatcannot be returned after retrieving the initial VIM configuhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlration parameters before you create a VIM.VIM and VDC Resources20Oracle? Communications Application Orchestrator
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URLURIRequestMethodDescription/ocao/vimResources/types/vimTypeNamePOSTThe resource gathers the dynamic configuration parameters anduser credentials that are needed before you can create a VIM.? Normal response code: 200 (OK)? Error response code: 400 (Bad Request), 401 (Unauthorized),404(Not Found), 500 (Internal Server Error)Request SchemaParameterDescriptiontypeLists the VIM type. For example, vCloud Director, or Oracle OpenStack.vimURLThe base URL address to the cloud service. For example: https://mycloud.com:443vimUsernameThe user name used to login to the VIM server application account.vimPasswordThe password used to login to the VIM server application account.vimOrganizationThe organization used by a vCloud Director VIM only.vimDomainThe domain IP address or name usedhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.html for the authentication of OpenStack VIMusers only. A domain can represent an individual, company, or operator-ownedspace.Response SchemaParameterDescriptiontypeLists the VIM type. For example, vCloud Director, or Oracle OpenStack.vimURLThe base URL address to the cloud service. For example: https://mycloud.com:443vimUsernameThe user name used to login to the VIM server application account.vimPasswordThe password used to login to the VIM server application account.vimOrganizationThe organization used by a vCloud Director VIM only.vimDomainThe domain IP address or name used for the authentication of OpenStack VIMusers only. A domain can represent an individual, company, or operator-ownedspace.vimCatalogThe vCloud Director catalog.The caller needs to select a valid value from the response.VIM and VDC ResourcesOracle? Communications Application Orchestrator21
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ParameterDescriptionvimProjectThhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmle project that end-users use for authentication for an OpenStack VIM.Note:An error message displays if a validated certificate has not been uploadedto Oracle Communications Application Orchestrator for the connection tothe VIM.
All VIMs
following REST API resource URI can be used to retrieve information for all existing VIMs.URLURIRequestMethodDescription/ocao/vimResources/vimsGETThe resource lists all existing VIMs.Request SchemaNote: There are no request parameters for this API resource.Response SchemaParameterTypeDescriptionnameStringThe VIM name.idStringThe VIM object ID.typeStringThe VIM type. For example, vCloud Director, or OracleOpenStack.
a VIM Configuration
following REST API resource URI can be used to retrieve the configuration of a specified VIM.URLURIRequestMethodDescription/ocao/vimResources/vims/vimIDGETRetrieve the VIM configuration.http://www.anggang.com/pdf/LtnBuSbIiIMJ.html? Normal response code: 200 (OK)? Error response code: 400 (Bad Request), 401 (Unauthorized),404 (Not Found), 500 (Internal Server Error)VIM and VDC Resources22Oracle? Communications Application Orchestrator
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Request SchemaNote: There are no request parameters for this API resource.Response SchemaParameterDescriptionidThe VIM object ID.nameThe VIM name.typeThe VIM type. For example, vCloud Director, or Oracle OpenStack.vimUsernameThe user name used to login to the VIM server application account.vimURLThe base URL address to the cloud service. For example: https://mycloud.com:443vimOrganizationThe organization used by a vCloud Director VIM only.vimCatalogThe vCloud Director catalog.The caller needs to select a valid value from the response.vimDomainThe domain IP address or name used for the authentication of OpenStackVIM users only. A domain can represent an individual, company, oroperatorhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.html-owned space.vimProjectThe project that end-users use for authentication for an OpenStack VIM.Note:An error message displays if a validated certificate has not beenuploaded to Oracle Communications Application Orchestrator forthe connection to the VIM.
a VIM
following REST API resource URI can be used to create a new VIM.URLURIRequestMethodDescription/ocao/vimResources/vimsPOSTThe resource creates a new VIM.? Normal response code: 200 (OK)VIM and VDC ResourcesOracle? Communications Application Orchestrator23
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URIRequestMethodDescription? Error response code: 400 (Bad Request), 401 (Unauthorized)Request SchemaParameterDescriptionnameThe VIM name.typeThe VIM type. For example, vCloud Director, or Oracle OpenStack.vimURLThe base URL address to the cloud service. For example: https://mycloud.com:443vimUsernameThe user name used to login to the VIM server applicathttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlion account.vimPasswordThe password used to login to the VIM server application account.vimOrganizationThe organization used by a vCloud Director VIM only.vimDomainThe domain IP address or name used for the authentication of OpenStack VIMusers only. A domain can represent an individual, company, or operator-ownedspace.vimCatalogThe vCloud Director catalog.The caller needs to select a valid value from the response.vimProjectThe project that end-users use for authentication for an OpenStack VIM.Note:An error message displays if a validated certificate has not beenuploaded to Oracle Communications Application Orchestrator for theconnection to the VIM.Response SchemaVIM and VDC Resources24Oracle? Communications Application Orchestrator
25


ParameterDescriptionidThe VIM object ID.nameThe VIM name.typeThe VIM type. For example, vCloud Director, or Oracle OpenStack.numOfVdcsThe number of virtual dhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlata centers associated with this VIM.vimURLThe base URL address to the cloud service. For example: https://mycloud.com:443vimUsernameThe user name used to login to the VIM server application account.vimUserIDThe user ID of the VIM.vimPasswordThe password used to login to the VIM server application account.vimOrganizationThe organization used by a vCloud Director VIM only.vimDomainThe domain IP address or name used for the authentication of OpenStackVIM users only. A domain can represent an individual, company, oroperator-owned space.vimDomainIdThe domain ID number used for an OpenStack VIM only.vimCatalogThe vCloud Director catalog.The caller needs to select a valid value from the response.vimProjectIDThe project ID for the OpenStack VIM.vimProjectThe project that end-users use for authentication for an OpenStack VIM.Note:An error message displays if a validated certificate has not beenuploaded to Oracle Communicatihttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlons Application Orchestrator forthe connection to the VIM.
the Configuration of a VIM
following REST API resource URI can be used to update the configuration of an existing VIM.URLURIRequestMethodDescription/ocao/vimResources/vims/vimIDPUTThe resource updates the VIM configuration.Note: You can change both the catalog and passwordparameters for a VMWare vCloud VIM type. However,if you have an OpenStack VIM type, you can onlychange password parameter.? Normal response code: 200 (OK)? Error response code: 400 (Bad Request), 401 (Unauthorized),404 (Not Found), 500 (Internal Server Error)VIM and VDC ResourcesOracle? Communications Application Orchestrator25
26


Request SchemaParameterDescriptionnameThe VIM name.idThe VIM object ID.typeThe VIM type. For example, vCloud Director, or Oracle OpenStack.vimURLThe base URL address to the cloud service. For example: https://mhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlycloud.com:443vimUsernameThe user name used to login to the VIM server application account.vimPasswordThe password used to login to the VIM server application account.vimOrganizationThe organization used by a vCloud Director VIM only.vimCatalogThe vCloud Director catalog.The caller needs to select a valid value from the response.vimDomainThe domain IP address or name used for the authentication of OpenStack VIMusers only. A domain can represent an individual, company, or operator-ownedspace.vimProjectThe project that end-users use for authentication for an OpenStack VIM.Note:An error message displays if a validated certificate has not beenuploaded to Oracle Communications Application Orchestrator for theconnection to the VIM.Response SchemaParameterDescriptionidThe VIM object ID.nameThe VIM name.VIM and VDC Resources26Oracle? Communications Application Orchestrator
27


ParameterDescriptionhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmltypeThe VIM type. For example, vCloud Director, or Oracle OpenStack.numberOfVdcsThe number of virtual data centers (VDCs) associated with the VIM.vimURLThe base URL address to the cloud service. For example: https://mycloud.com:443vimUsernameThe user name used to login to the VIM server application account.vimPasswordThe password used to login to the VIM server application account.vimOrganizationThe organization used by a vCloud Director VIM only.vimCatalogThe vCloud Director catalog.The caller needs to select a valid value from the response.vimDomainThe domain IP address or name used for the authentication of OpenStackVIM users only. A domain can represent an individual, company, oroperator-owned space.vimProjectThe project that end-users use for authentication for an OpenStack VIM.Note:An error message displays if a validated certificate has not beenuploaded to Oracle Communications Application Orchestrator forthe http://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlconnection to the VIM.
the Available DCs for a VIM
following REST API resource URI can be used to retrieve the available data centers (DCs) for a specified VIM.URLURIRequestMethodDescription/ocao/vimResources/vims/vimID/dcsGETThe resource lists the available DCs from the specified VIM.? Normal response code: 200 (OK)? Error response code: 400 (Bad Request), 401 (Unauthorized),404 (Not Found), 500 (Internal Server Error)Request SchemaNote: There are no request parameters for this API resource.VIM and VDC ResourcesOracle? Communications Application Orchestrator27
28


Response SchemaParameterDescriptionvimIDThe VIM object ID.vimNameThe VIM name.vimTypeThe VIM type.nameThe DC name in the VIM.DescriptionsThe description of the VIM DC.cloudIdThe cloud ID for the VIM DC.
a VIM
following REST API resource URI can be used to delete a specified Vhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlIM.URLURIRequestMethodDescription/ocao/vimResources/vims/vimIDDELETEThe resource deletes a VIM.? Normal response code: 200 (OK)? Error response code: 400 (Bad Request), 401 (Unauthorized),404 (Not Found), 500 (Internal Server Error)Request SchemaNote: There are no request parameters for this API resource.Response SchemaNote: There are no response parameters for this API resource.
Resources
the information in this chapter to retrieve, change, add, or delete Virtual Data Center (VDC) resources throughthe Oracle Communications Application Orchestrator REST API.
All VDCs that are Associated with VIMs
following REST API resource URI can be used to retrieve all VDCs that are associated with VIMs.VIM and VDC Resources28Oracle? Communications Application Orchestrator
29


URLURIRequestMethodDescription/ocao/vdcResources/vdcsGETRetrieve all VDCs that arhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmle associated with VIMs.Request SchemaNote: There are no request parameters for this API resource.Response SchemaParameterDescriptionidThe VDC ID.nameThe VDC name.referenceThe DC that the VDC references.vimIDThe VIM ID that owns the VDC.vimNameThe VIM name that owns the VDC.
a VDC Configuration
following REST API resource URI can be used to retrieve configuration parameters for a specific VDC in theVIM.URLURIRequestMethodDescription/ocao/vdcResources/vdcs/vdcIDGETRetrieve the VDC configuration.? Normal response code: 200 (OK)? Error response code: 400 (Bad Request), 401 (Unauthorized),404 (Not Found), 500 (Internal Server Error)Request SchemaNote: There are no request parameters for this API resource.VIM and VDC ResourcesOracle? Communications Application Orchestrator29
30


Response SchemaParameterDescriptionhypervisorThe hypervisor that the VDC supports.http://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlidThe VDC ID.nameThe VDC name.referenceThe DC that the VDC references.descriptionThe description that uniquely identifies this DC.vimIDThe VIM ID that owns the VDC.vimNameThe VIM name that owns the VDC.name (cloudNetwork)The cloud network name.refThe reference of the cloud network. For example: https://10.196.120.51/api/network/fbf77107-7f53-4aeb-9613-8ddc82edf498
VDC Cloud Networks
following REST API resource URI can be used to retrieve virtual data center (VDC) cloud networks.URLURIRequestMethodDescription/ocao/vdcResources/vdcs/vdcID/cloudNetworksGETRetrieve the VDC cloud networks.? Normal response code: 200 (OK)? Error response code: 400 (Bad Request), 401 (Unauthorized),404 (Not Found), 500 (Internal Server Error)VIM and VDC Resources30Oracle? Communications Application Orchestrator
31


Request SchemaNote: There are no request parameters for this API resohttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlurce.Response SchemaParameterDescriptionvdcNameThe VDC name.vdcIdThe VDC ID.name (cloudNetwork)The cloud network name.refThe reference of the cloud network. For example: https://10.196.120.51/api/network/fbf77107-7f53-4aeb-9613-8ddc82edf498
and Associate a VDC to a VIM
following REST API resource URI can be used to create and associate a virtual data center (VDC) with asupported VIM.URLURIRequestMethodDescription/ocao/vdcResources/vdcsPOSTAssociate a VDC with a VIM.? Normal response code: 200 (OK)? Error response code: 400 (Bad Request), 401 (Unauthorized)Request SchemaParameterDescriptionhypervisorsThe hypervisor that the VDC supports.VIM and VDC ResourcesOracle? Communications Application Orchestrator31
32


ParameterDescriptionnameThe unique name for the DC. This name must be unique among all DCs andVIMs in Oracle Communications Application Orchestrator and hhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlave no spaces.vimNameThe VIM that belongs to this VDC.referenceThe DC that the VDC references. The reference name for the data center thatwas assigned by the cloud administrator. This name is the logical entity in thecloud that Oracle Communications Application Orchestrator considers to be adatacenter. For example, the vCloud cloud manager refers to the name of anOrgVDC.descriptionThe description that uniquely identifies this DC.dcStorageProfileThe vCloud Director data center (DC) storage profile identifier.dcEnableAAThe value "true" or "false" to enable or disable anti-infinity rules for high-availability (HA) paired VMs. An anti-affinity rule for VM pairs specify thatindividual VMs should not run on the same host.Note: If the anti-affinity parameter is enabled (true) this storage profilemust be backed by shared storage (storage volumes accessible to allhosts in the data center). If the storage provider contains any host lhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlocalstorage (storage not accessible by all hosts in the Datacenter), Anti-Affinity DRS rules may fail resulting in VM deployment failure.vCenterUrlThe web link for the base URL to the vCenter server instance that backs thechosen Org VDC. Each Org VDC is backed by a Provider vDC, which is backedby an instance of vCenter. This parameter is required if anti-affinity rules areenabled.vCenterUserThe vCenter user name. This name does not necessarily need to be anadministrator user, but must have access rights to create anti-affinity DRS rulesfor the VMs created by the vCloud user name.vCenterPasswordThe vCenter user password.useKVMThe value "true" or "false" to enable or disable the kernel-based virtual machine(KVM) type Linux kernel module that allows the system to act as a hypervisor.useOVMThe Oracle Virtual Machine (OVA) hypervisor.securityGroupThe security group(s) defined in Oracle OpenStack.VIM and VDC Resources32Oraclehttp://www.anggang.com/pdf/LtnBuSbIiIMJ.html? Communications Application Orchestrator
33


Response SchemaParameterDescriptionidThe VDC ID.nameThe VDC name.vimIDThe VIM ID that owns the VDC.vimNameThe VIM name that owns the VDC.referenceThe DC that the VDC references.descriptionThe description that uniquely identifies this DC.hypervisorThe hypervisor that the VDC supports.dcStorageProfileThe vCloud Director data center (DC) storage profile identifier.dcEnableAAThe anti-infinity rules for HA paired VMs.vCenterUrlThe web link for the base URL to the vCenter server instance that backs thechosen Org VDC.vCenterUserThe vCenter user name.vCenterPasswordThe vCenter user password.dcStorageProfileRefThe vCloud Director data center (DC) storage profile identifier web address.nameThe cloud network name.refThe reference of the cloud network. For example: https://10.196.120.51/api/network/fbf77107-7f53-4aeb-9613-8ddc82edf498
a VDhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlC
following REST API resource URI can be used to update a virtual data center (VDC).VIM and VDC ResourcesOracle? Communications Application Orchestrator33
34


URLURIRequestMethodDescription/ocao/vdcResources/vdcs /vdcIdPUTUpdate a specified VDC.? Normal response code: 200 (OK)? Error response code: 400 (Bad Request), 401 (Unauthorized)Note: See the Create and Associate a VDC to a VIM section for the request and response schema information.
a VDC from a VIM
following REST API resource URI can be used to disassociate a VDC from a VIM.URLURIRequestMethodDescription/ocao/vdcResources/vdcs/vdcIDDELETEDelete a VDC from a VIM.? Normal response code: 200 (OK)? Error response code: 400 (Bad Request), 401 (Unauthorized),404 (Not Found), 500 (Internal Server Error)Request SchemaNote: There are no request parameters for this API resource.Response SchemaNote: Therhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmle are no response parameters for this API resource.
and VDC REST API Usage Call Flow Examples
REST call flows described in this chapter are used to create or update a VIM, and create a VDC with a VIM.
a VIM: Example
. Log into a valid user account session:/rest/v1.0/admin/login2. List the supported VIM types:ocao/vimResources/types:getA list of supported VIM types is provided.3. Get configuration parameters for a VIM type:ocao/vimResources/types/vimTypeName:getThe output provides the VIM configuration parameters for the specified VIM type.4. Get dynamic configuration parameters for a VIM type.ocao/vimResources/types/vimTypeName:postVIM and VDC Resources34Oracle? Communications Application Orchestrator
35


The output VIM configuration parameters with dynamic parameters are retrieved from the server for the specifiedVIM type.5. Create a VIM with input based on http://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlthe configuration parameters of the VIM type.ocao/vimResources/vims:postThe input is based on configuration parameters. The output contains the created VIM configurations.
a VIM: Example
. Log into a valid user account session:/rest/v1.0/admin/login2. List the existing VIMs to get the VIM ID that needs to be modified:ocao/vimResources/vims:getThe output lists all the existing VIMs in the Oracle Communications Application Orchestrator database.3. Get configuration information for a VIM:ocao/vimResources/vims/vimID:getThe output provides the VIM configuration values and parameter option information.4. Update the VIM with the input based on the parameter options.ocao/vimResources/vims/vimID:putThe input is based on the parameter options. For a vCloud VIM type, the password and catalog parameters can bechanged. For an OpenStack VIM type, the password parameter can be changed only.
a VDC Referenhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlce to the VIM: Example
. Log into a valid user account session:/rest/v1.0/admin/login2. List the available data centers from a targeted VIM:ocao/vimResources/vims/vimID/dcs:getThe output lists available data centers from the specified VIM.3. Get data center configuration parameters:ocao/vdcResources/dcName:postThe input specifies the VIM name. The output provides configuration parameters for the specified data center.4. Use the input configuration parameters to create a Oracle Communications Application Orchestrator logical VDCthat references the VIM.ocao/vimResources/vdcs/:postThe output displays the logical VDC configuration.VIM and VDC ResourcesOracle? Communications Application Orchestrator35
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4
Image Retrieval
REST API resources in this chapter are used to list VM images and retrieve VM image information.
All VM Images
http://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlfollowing REST API resource URI can be used to list all VM images from the Oracle CommunicationsApplication Orchestrator image archive.URLURIRequestMethodDescription/ocao/vmImagesGETList all existing VM images.? Normal response code: 200 (OK)? Error response code: 400 (Bad Request), 401 (Unauthorized)Request SchemaNote:There are no request parameters for this REST API.Oracle? Communications Application Orchestrator37
38


Response SchemaParameterDescriptionnameThe name of the VM application image.filenameThe VM application image file name.descriptionThe description of the VM application image.softwareVersionThe VM application image version number appears automatically once the VMapplication image is uploaded.sizeThe software image file size in bytes.cpuCapacityThe required CPU capacity necessary to run the application.memoryCapacityThe required memory resources necessary to run the applichttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlation.diskCapacityThe required disk resources necessary to run the application.NICsThe number of network interface cards (NICs) that are supported by the software.componentTypeList of component types supported by the Oracle Communications ApplicationOrchestrator plug-ins.Note: Refer to the appropriate plug-in user documentation for moreinformation about the component types associated with your CNF.hypervisorOne of the following supported hypervisors on which the VM application can run:? ESXi—A VMware ESXi type is an enterprise-class, type-1 hypervisordeveloped by VMware for deploying and serving virtual computers.? KVM—A Kernel-based Virtual Machine (KVM) type is a Linux kernel thatcan be turned into a hypervisor.? OVM_PV— An Oracle Virtual Machine (OVA) para-virtualization (PV) type.VM Image Retrieval38Oracle? Communications Application Orchestrator
39


ParameterDescription? OVM_HVM—An Oracle Virtuhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlal Machine (OVA) hardware virtualizedmachine (HVM) type.
a Specified VM Image
following REST API resource URI can be used to list a specified VM from Oracle Communications ApplicationOrchestrator image archive.URLURIRequestMethodDescription/ocao/vmImages/vmImageId GETRetrieve the specified VM image information.? Normal response code: 200 (OK)? Error response code: 400 (Bad Request), 401 (Unauthorized),404 (Not Found)Request SchemaNote:There are no request parameters for this REST API.Response SchemaVM Image RetrievalOracle? Communications Application Orchestrator39
40


ParameterDescriptionnameThe name of the VM application image.idThe VM application image ID.fileNameThe VM application image file name.descriptionThe description of the VM application image.softwareVersionThe VM application image version number appears automatically once the VMapplication image ishttp://www.anggang.com/pdf/LtnBuSbIiIMJ.html uploaded.sizeThe software image file size in bytes.cpuCoreCapacityThe required CPU capacity (number of CPU cores) necessary to run theapplication.memoryCapacityMBThe required memory resources in megabytes (MB) necessary to run theapplication.diskCapacityGBThe required disk resources in gigabytes (GB) necessary to run the application.nicsThe number of network interface cards (NICs) that are supported by the software.componentTypeList of component types supported by the Oracle Communications ApplicationOrchestrator plug-ins.Note: Refer to the appropriate plug-in user documentation for moreinformation about the component types associated with your CNF.hypervisorOne of the following supported hypervisors on which the VM application can run:? ESXi—A VMware ESXi type is an enterprise-class, type-1 hypervisordeveloped by VMware for deploying and serving virtual computers.? KVM—A Kernel-based Virtual Machine (KVM) type is a Linhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlux kernel thatcan be turned into a hypervisor.? OVM_PV— An Oracle Virtual Machine (OVA) para-virtualization (PV) type.? OVM_HVM—An Oracle Virtual Machine (OVA) hardware virtualizedmachine (HVM) type.VM Image Retrieval40Oracle? Communications Application Orchestrator
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5
Resources
REST APIs in this chapter are used for network functions (NFs).
a Specified NF Descriptor
following REST API resource URI can be used to retrieve a preexisting or onboarded network functiondescriptor (NFD). It also supports query parameters to narrow the results.URLURIRequestMethodDescription/ocao/nfResources/nfds?vendorName=vendorName&vendorId=vendorId&version=versionGETNFD(s) that are associated with a NF are listed.? Normal response code: 200 (OK)? Error response code: 400 (Bad Request), 401 (Unauthorized)Request SchemaNote: There are no request parameters for thihttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmls API resource.Response SchemaParameterDescriptionnameThe NFD name. For example, IMS-core.idThe NFD ID in Oracle Communications Application Orchestrator.Oracle? Communications Application Orchestrator41
42


Retrieve an NF Descriptor
following REST API resource URI can be used to retrieve an NF descriptor (NFD).URLURIRequestMethodDescription/ocao/nfResources/nfds/nfdID GETRetrieve the preexisting NFD.? Normal response code: 200 (OK)? Error response code: 400 (Bad Request), 401 (Unauthorized),404 (Not Found), 500 (Internal Server Error)Request SchemaNote: There are no request parameters for this API resource.Response SchemaParameterDescriptionnameThe NFD name. For example, IMS-core.idThe NFD ID number that is provided by Oracle Communications ApplicationOrchestratorversionThe NFD version.vendorThe NFD vendor name.vendorIDThe NFD vendor ID.PluginNameThe unique name of the Nhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlF plug-in.
the Resource Criteria for an NF
following REST API resource URI can be used to retrieve the resource criteria for an NF, which is calculated andresized by default criteria values.NF Resources42Oracle? Communications Application Orchestrator
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URLURIRequestMethodDescription/ocao/nfResources/nfds/nfdId/resourceCriteriaGETThe resource criteria is retrieved for an NF.? Normal response code: 200 (OK)? 401 (Unauthorized), 403 (Forbidden), 404 (Not Found), 500(Internal Server Error)Request SchemaNote: There are no request parameters for this API resource.Response SchemaParameterDescriptionhscNameThe HSC name used when the resource criteria retrieves usage requirements.parametersThe resource criteria output parameters.
Resource Usage Requirements to Deploy an NF
following REST API resource URI can be used to calculate the resource usage requhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlirement when preparing todeploy a new NF.URLURIRequestMethodDescription/ocao/nfResources/nfds/nfdId/resourceUsageRequirementPOSTCalculates the resource usage requirement before deploying anew NF.? Normal response code: 200 (Accepted)? Error response code: 400 (Bad Request), 401 (Unauthorized),403 (Forbidden), 404 (Not Found), 500 (Internal ServerError)Request SchemaNF ResourcesOracle? Communications Application Orchestrator43
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ParameterDescriptionhscNameThe hierarchical service configuration (HSC) name used when the resourcecriteria retrieves usage requirements.parametersThe resource criteria output parameters.Response Schema: nfRequirement ParametersParameterDescriptionnfdNameThe name of the network function descriptor (NFD) on which the NF is based.nfdIdThe ID of the network function descriptor (NFD) on which the NF is based.nfdVendorThe vendor of the NFD on which the NF based.nhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlfdVendorIdThe vendor ID of the NFD on which the NF based.nfdVersionThe version of the NFD on which the NF based.hscNameThe HSC name.nameThe NF name.idThe NF ID.resourceCriteriaNot used.vLinksThis option is used to configure vLinks parameters.virtualResourceThis option is used to configure virtual resources.physicalResourceThis option is used to configure physical resources.NF Resources44Oracle? Communications Application Orchestrator
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Response Schema: vLink ParametersnfRequirement > vLinks > vLinkFigure 4: vLink NodeParameterDescriptionidThe vLink ID.scopeNot used.nameThe vLink name.descriptionThe description of the vLink.typeThe type of vLink.qosThis option is used to configure QoS parameters for the vLink.connectedNICThis option is used to configure connected network interface card (NIC) namefor the vLink.subnetsThis option is used to configure subnet parameters for the vLinhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlk, which includeits name, ID, VLAN ID, protocol, default gateway, etc.nfRequirement > vLinks > vLink > qosFigure 5: qos NodeParameterDescriptionlatencyThe latency requirement for the vLink.NF ResourcesOracle? Communications Application Orchestrator45
46


ParameterDescriptionjitterThe jitter requirement for the vLink.pktLossThe packet loss requirement for the vLink.bandwidthThe bandwidth requirement for the vLink.nfRequirement > vLinks > vLink > subnets > subnetFigure 6: subnet NodeParameterDescriptionidThe ID of the subnet.nameThe name of the subnet.vlanIdThe VLAN ID of the subnet.epPoolsThis option is used to configure end point (EP) pools for the vLink.externalEpsThis option is used to configure EP points for the vLink.sharedExternalEpsThe list of the shared external EPs.nfRequirement > vLinks > vLink > subnets > subnet > epPools > epPoolFigure 7: epPools NodeParameterDescriptionthttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlypeThe type of EP pool. For example, IPv4, IPv6 or MAC address EP pool.sizeThe size of the pool.nfRequirement > vLinks > vLink > subnets > subnet > externalEPS > endpointNF Resources46Oracle? Communications Application Orchestrator
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Figure 8: endpoint NodeParameterDescriptionnameThe name of the EP.idThe ID of the EP.typeThe type of EP.descriptionThe description of the EP.parametersA list of parameters required by the EP.Response Schema: virtualResource ParametersnfRequirement > virtualResource > virtualGroups > vScalabilityGroupFigure 9: vScalabilityGroup NodeParameterDescriptionnameThe scalability group name.componentTypeThe scalability group component type. For example, CSM, SLRM, etc.versionThe version of the scalability group.deviceInfoThis option is used to configure device information parameters for the virtualscalability group.dcParametersThis option is used to configure datahttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlcenter parameters for the virtual scalabilitygroup.geoRedundancyGroupsThis option is used to configure geographic redundancy group parameters forthe virtual scalability group.NF ResourcesOracle? Communications Application Orchestrator47
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nfRequirement > virtualResource > virtualGroups > vScalabilityGroup > geoRedundancyGroups >geoRedundancyGroupFigure 10: geoRedundancyGroup NodeParameterDescriptiontypeThe type of geo-redundancy group, which is Preferred or Fault Tolerant.currentSegmentCountThe segmentation count is currently used.requiredSegmentCountThe required segmentation count.removedSegmentCountThe segmentation count needs to be removed.maximumSegmentCountThe maximum segmentation count that the groups can grow.groupSegmentThis option is used to configure the geo-redundancy group segment parameters.nfRequirement > virtualResource > virtualGroups > vScalabilityGroup > geoRedundancyGroups >http://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlgeoRedundancyGroup > groupSegmentFigure 11: groupSegment NodeParameterDescriptionhardwareCountThe number of physical devices.hardwareTypeThe physical device type.cpuCoreThe number of CPU cores used for segmentation.NF Resources48Oracle? Communications Application Orchestrator
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ParameterDescriptionmemoryMBThe memory resources in megabytes (MB) used for segmentation.diskGBThe disk resources in gigabytes (GB) used for segmentation.supportedAcceleratorsThis option is used to configure software or hardware-based accelerators for agroup segment.vLinksThis option is used to configure vLink parameters for a group segement. SeeResponse Schema: vLink Parameters above for a description of theseparameters.nfRequirement > virtualResource > virtualGroups > vScalabilityGroup > geoRedundancyGroups >geoRedundancyGroup > groupSegment > supportedAcceleratorsFigure 12: supportedAccelerators NodeParameterDeschttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlriptiontypeThis option is used to configure the software-based type parameter of supportedaccelerator.epaThis option is used to configure the hardware-based epa parameter that is usedEnhanced platform awareness (EPA) for OpenStack for platform capabilitydetection, instruction sets such as AVX, PCIe hardware accelerators, core count,core affinity, core pinning, etc., and provisioning templates through Nova.Response Schema: physicalResource ParametersnfRequirement > physicalResourceNote: The response schema and parameters for the physicalTotal and physicalGroups options are the same asthey are for the virtualTotal and physicalGroups options above.
an NF
following REST API resource URI can be used to deploy a new NF. Once the request is submitted successfully,Oracle Communications Application Orchestrator creates a new NF (based on the resource usage requirement),configures the NF using the configurations phttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlrovided in the request, and deploys the NF to an operational ready state.NF ResourcesOracle? Communications Application Orchestrator49
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This API is asynchronous, which means that once the server accepts the request, the caller application can either pollthe NF status or wait for the NF state change event to occur. The northbound client application needs to register theevent topic and implement callback REST API in order to receive Oracle Communications Application Orchestratorevents.URLURIRequestMethodDescription/ocao/nfResources/nfsPOSTThis resource initiates the creation of a NF.? Normal response code: 202 (Accepted)? Error response code: 400 (Bad Request), 401 (Unauthorized)Request Schema: Root ParametersParameterDescriptionappGlobalIdThe global ID of the application that deployed the NF. For example,NSOBoston.appNameThe application name of the application that deployed the NF. For example,http://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlNSO.nameThe NF name.nfdNameThe NF descriptor (NFD) name on which the NF is based.nfdidThe NFD ID in the Oracle Communications Application Orchestrator database.nfdVendorThe NFD vendor name. For example, Oracle.nfdVendorIdThe NFD vendor ID. For example, ACME.nfdVersionThe NFD version. For example, 1.1, that is Oracle Communications ApplicationOrchestrator, Release 1.1.hscNameThe Hierarchical Service Configuration (HSC) name. For example,MyHSCNBApp.descriptionThe description of the NF. For example, "This NF is composed of a CSM andSLRM."resourceCriteriaThe resource criteria for an NF.NF Resources50Oracle? Communications Application Orchestrator
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ParameterDescriptioncomputeStorageGroupsThis option is used to configure the dcs, vScalabilityGroup, andpScalabilityGroup options.Request Schema: vDC ParametersnfResourceConfig > computeStorageGroups > dcs > vDCFigure 13: vDC NodeParameterDescrhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmliptionvdcNameThe VDC name.vLinksThis option is used to configure the vLink options.vDC nfResourceConfig > computeStorageGroups > dcs > vLinks > vLinkFigure 14: vLink NodeParameterDescriptionnameThe vLink name.cloudNetworkNameThe cloud network name.cloudNetworkIdThe cloud network ID.subnetThis option is used to configure options for a subnet.nfResourceConfig > computeStorageGroups > dcs > dcs > vDC > subnets > subnetNF ResourcesOracle? Communications Application Orchestrator51
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Figure 15: vDC subnet NodeParameterDescriptionnameSubnetwork name.vlanIdVLAN ID for the subnet.netmaskSubnetwork mask (if needed).epPoolsThis option is used to configure the ePool option.sharedEpsThe shared end points.externalEpSegmentsThis option is used to configure the externalEpSegments option.nfResourceConfig > computeStorageGroups > dcs > dcs > vDC > subnets > subnet > epPools > epPoolFigure 16: epPool http://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlNodeParameterDescriptiontypeThe type of end point pool addressing, for example (IPv4, IPv6, or MAC).sizeThe size of the pool.addressThe EP IP address.rangeThe IP address range. For example: 10.196.120.10-10.196.10.15nfResourceConfig > computeStorageGroups > dcs > dcs > vDC > subnets > subnet > externalEpSegments >externalEpSegmentNF Resources52Oracle? Communications Application Orchestrator
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Figure 17: externalEpSegment NodeParameterDescriptionscalabilityGroupThe name of scalability group for which the externalEpSegment belongs.externalEpsThis option is used to configure the external end points (EPs).nfResourceConfig > computeStorageGroups > dcs > dcs > vDC > subnets > subnet > externalEpSegments >externalEpSegment > externalEps > externalEpFigure 18: externalEp NodeParameterDescriptionnameThe name of the external EP.idThe EP ID.typeThe EP type.descriptionThe description of the EP.phttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlarametersThis option is used to configure EP parameters.Request Schema: pDC ParametersnfResourceConfig > computeStorageGroups > dcs > pDCFigure 19: pDC NodeParameterDescriptionsiteNameThe physical device site name.vLinksThis option is used to configure the physical DC vLinks.Note:Each node in the expanded pDC schema has the same parameter types that the vDC schema has. See the vDCschema nodes above for schema diagrams and required inputs.Request Schema: vScalabilityGroup ParametersnfResourceConfig > computeStorageGroups > vScalabilityGroupNF ResourcesOracle? Communications Application Orchestrator53
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Figure 20: vScalabilityGroup Node SchemaParameterDescriptionnameThe virtual scalability group name.componentTypeThe virtual scalability group type. For example, CSM, SLRM, ASBC, etc.deviceInfoThis option is used to configure the deviceInfo parameters.geoRedundancyGroupsThis option is used to chttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlonfigure the geoRedundancyGroups option.nfResourceConfig > computeStorageGroups > vScalabilityGroup > geoRedundancyGroups >geoRedundancyGroupFigure 21: geoRedundancyGroup Node SchemaParameterDescriptiontypeThe type of geo redundancy group. For example, Preferred or Fault Tolerant.reservedDcsThis option is used to configure the reservedDcs parameters.nfResourceConfig > computeStorageGroups > vScalabilityGroup > geoRedundancyGroups >geoRedundancyGroup > reservedDcsFigure 22: reservedDc Node SchemaParameterDescriptionvdcNameThe name of the virtual data center (VDC).NF Resources54Oracle? Communications Application Orchestrator
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ParameterDescriptionreservedSegmentCountThe number of segments that are reserved for the VDC.dcParametersThis option is used to configure the DC parameters below.cpuCoresThe total number of CPU cores needed for segmentation.memoryMBThe total memory resources in MB needehttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmld for segmentation.diskGBTotal disk usage in GB needed for segmentation.epaEnhanced platform awareness (EPA) for OpenStack for platform capabilitydetection, instruction sets such as AVX, PCIe hardware accelerators, core count,core affinity, core pinning, etc., and provisioning templates through Nova.hardwareCountThe physical device count for the physical device.hardwareTypeThe physical device type for the physical device.siteNameThe site name for a data center.pScalabilityGroup Request SchemanfResourceConfig > computeStorageGroups > pScalabilityGroupFigure 23: pScalabilityGroup Node SchemaParameterDescriptionnameThe physical scalability group name.componentTypeThe physical scalability group type. For example, CSM, SLRM, ASBC, etc.deviceInfoThis option is used to configure the device information parameters.geoRedundancyGroupsThis option is used to configure the geoRedundancyGroups parameters. See thegeoRedundancyGrouphttp://www.anggang.com/pdf/LtnBuSbIiIMJ.html node schema section above for more information.Note:Each node in the expanded pScalabilityGroup schema has the same parameter types that thevScalabilityGroup schema has. See the vScalabilityGroup schema nodes above for schema diagrams andrequired inputs.NF ResourcesOracle? Communications Application Orchestrator55
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Response SchemaParameterDescriptionappGlobalIdThe global ID of the application that deployed the NF. For example,NSOBoston.appNameThe application name of the application that deployed the NF. Forexample, NSO.currentCPUCoreThe current number of CPUs that are used in the NF.currentDiskGBThe current disk resource that is used by the NF.currentMemMBThe current memory resource that is used by the NF.deployedDUsThe number of Deployed Units (DUs) in the NF.descriptionThe description of the NF.failedDUsThe number of failed DUs in the NF.idThe NF ID Oracle Communications Application Orhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlchestrator.NF Resources56Oracle? Communications Application Orchestrator
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ParameterDescriptionmaxCPUCoreThe maximum number of CPUs that can be used in the NF.maxDiskGBThe maximum disk resources that can be used by the NF.maxMemMBThe maximum memory resources that can be used by the NF.minCPUCoreThe minimum number of CPUs that is required for the NF.minDiskGBThe minimum disk resources that are required by the NF.minMemMBThe minimum memory resources that are required by the NF.nameThe NF name.stateThe current deployment state of the NF:? NotConfigured—One or more child NF groups or DUs require userinputs.? NotDeployed—All required user inputs have been specified. The NF isready to be deployed.? Deploying—The NF is in the process of being deployed.? Undeploying—The NF and its DUs are in the process of undeploying.? OperationalReady—The CNF has one or more DUs that are ready to beset to an operhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlational state.? Running—The NF and all of its DUs are in an operational state.? Resizing—The NF is in the process of resizing. Resizing allows theminimum and maximum number of DUs to change over the lifecycle ofthe NF to meet future capacity requirements.? DeploymentError—An error was encountered while deploying the NFand its DUs.? UndeploymentError—An error was encountered while undeploying theNF.? Deleting—The NF is in the process of being permanently deleted fromOracle Communications Application Orchestrator. The NF must be inan Undeploying state before deletion.
All Deployed NFs
following REST API resource URI can be used to retrieve all existing deployed network functions (NFs).URLURIRequestMethodDescription/ocao/nfResources/nfsGETRetrieves all existing deployed NFs.? Normal response code: 200 (OK)? Error response code: 401 (Unauthorized), 403 (Forbidden),404 (Not Found), 500 (internal Server http://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlError)Request SchemaNote: There are no request parameters for this API resource.NF ResourcesOracle? Communications Application Orchestrator57
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Response SchemaParameterDescriptiondescriptionThe description of the NF.idThe NF ID in Oracle Communications Application Orchestrator.nameThe NF name.stateThe current deployment state of the NF:? NotConfigured—One or more child NF groups or DUs require userinputs.? NotDeployed—All required user inputs have been specified. The NF isready to be deployed.? Deploying—The NF is in the process of being deployed.? Undeploying—The NF and its DUs are in the process of undeploying.? OperationalReady—The CNF has one or more DUs that are ready to beset to an operational state.? Running—The NF and all of its DUs are in an operational state.? Resizing—The NF is in the process of resizing. Resizing allows theminimum and maximum number of DUs to change over the lifechttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlycle ofthe NF to meet future capacity requirements.? DeploymentError—An error was encountered while deploying the NFand its DUs.? UndeploymentError—An error was encountered while undeploying theNF.? Deleting—The NF is in the process of being permanently deleted fromOracle Communications Application Orchestrator. The NF must be inan Undeploying state before deletion.
an NF
following REST API resource URI can be used to retrieve the current status and configuration for an existingdeployed network function (NF).URLURIRequestMethodDescription/ocao/nfResources/nfs/nfIdGETRetrieves the current status and configuration for an existingdeployed NF.? Normal response code: 200 (OK)NF Resources58Oracle? Communications Application Orchestrator
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URIRequestMethodDescription? Error response code: 401 (Unauthorized), 403 (Forbidden),404 (Not Found), 500 (internal Server Error)Rhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlequest SchemaNote: There are no request parameters for this API resource.Response SchemaNote: See the Deploy an NF section for the response schema information.
the Resource Usage Requirement for a Deployed NF
following REST API resource URI can be used to retrieve the current deployed NF resource usage requirementfor scaling purposes.URLURIRequestMethodDescription/ocao/nfResources/nfs/nfId/resourceUsageRequirementGETGet the current NF resource usage requirement.? Normal response code: 200 (Accepted)? Error response code: 400 (Bad Request), 401 (Unauthorized),403 (Forbidden), 404 (Not Found), 500 (Internal ServerError)Request SchemaNote: There are no request parameters for this API resource.Response SchemaParameterDescriptionhscNameThe HSC name used when the resource criteria retrieves usage requirements.parametersThe resource criteria output parameters.
Resource Usage and http://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlConfiguration of an NF
following REST API resource URI can be used to retrieve the current network function (NF) resource usage andconfiguration.NF ResourcesOracle? Communications Application Orchestrator59
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URLURIRequestMethodDescription/ocao/nfResources/nfs/nfId/resourceUsageGETRetrieve the current NF resource usage and configuration.? Normal response code: 200 (Accepted)? Error response code: 400 (Bad Request), 401 (Unauthorized),403 (Forbidden), 404 (Not Found), 500 (Internal ServerError)Request SchemaNote: There are no request parameters for this API resource.Response SchemaNote: See the Deploy an NF section for the response schema information.
NF Status Information
following REST API resource URI can be used to retrieve detailed NF deployment, capacity, health, andscalability group status information.Note: For more specific information about NF statehttp://www.anggang.com/pdf/LtnBuSbIiIMJ.html information, see the Oracle Communications ApplicationOrchestrator User Guide.URLURIRequestMethodDescription/ocao/nfResources/nfs/nfId/stateGETRetrieve detailed state information for an NF.? Normal response code: 200 (Accepted)? Error response code: 400 (Bad Request), 401 (Unauthorized),403 (Forbidden), 404 (Not Found), 500 (Internal ServerError)Request SchemaNote: There are no request parameters for this API resource.NF Resources60Oracle? Communications Application Orchestrator
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Response SchemaParameterDescriptioncapacityStateThe overall reported NF capacity:? Reducible? GooddeploymentStateThe NF deployment state:? Not Configured? Not Deployed? Deploying? Operational Ready? Setting Operational? Set Operational Error? Running? Undeploying? Deployment Error? Deleting? Delete Errror? Undeployment Error? Resizing Completing Resize? Resize ErrorhealthStateThe overall reportedhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.html health of the NF:? Initializing? Healthy? ImpairedIdThe NF ID.NameThe NF name.nfState > groupStates > groupStateNF ResourcesOracle? Communications Application Orchestrator61
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Figure 24: groupState NodeParameterTypeDescriptioncapacityStateStringThe scalability group name in the NF.componentTypeStringThe scalability group ID in the NF.deploymentStateStringThe scalability group component type.healthStateStringThe scalability group capacity state.idStringThe scalability group deployment state.nameStringThe scalability group health state.scalingStateStringThe scalability group scaling state.
an Action Request on a Deployed NF
following REST API resource URI can be used to submit an action request on deployed NF. This API isasynchronous. Once the server accepts this request, the northbound client application can either poll the NF status orwait for an NF state http://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlchange event.URLURIRequestMethodDescription/ocao/nfResources/nfs/nfId/actionPOSTSubmit an action request to be performed on an NF.? Normal response code: 200 (OK), 204 (No Content) for aDelete action.? 400 (Bad Request), 401 (Unauthorized), 403 (Forbidden),404 (Not Found), 500 (Internal Server Error)NF Resources62Oracle? Communications Application Orchestrator
63


Request SchemaParameterDescriptionappNameThe name of the application that deployed the NF. For example, Oracle NetworkService Orchestrator.appGlobalIdThe global ID of the application that deployed the NF. For example,NSO_Boston.typeThe action type taken:? SetOperational—Select to begin the process of setting a CNF and its DUs toan operational state.? Undeploy—Select to begin the CNF undeployment process.? Redeploy—Select after a CNF deployment fails to try a subsequent attemptto deploy this NF. This attempt to regain a successfhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlul status starts from thepoint at which the previous deployment failed.? Delete—Select to begin the process of deploying a NF.Response SchemaNote: There are no response parameters for this API resource.
the Deployed NF Resource Usage Requirement
following REST API resource URI can be used to calculate the resource usage requirement with the newresource criteria for resizing an existing NF.URLURIRequestMethodDescription/ocao/nfResources/nfs/nfId/resourceUsageRequirementPOSTThis resource calculates the resource usage requirement with thenew resource criteria for resizing an existing NF.? Normal response code: 200 (Accepted)? Error response code: 400 (Bad Request), 401 (Unauthorized),403 (Forbidden), 404 (Not Found), 500 (Internal ServerError)NF ResourcesOracle? Communications Application Orchestrator63
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Request SchemaParameterDescriptionappGlobalIdThe global ID of http://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlthe application that deployed the NF. For example,NSOBoston.appNameThe application name of the application that deployed the NF. Forexample, NSO.currentCPUCoreThe current number of CPUs that are used in the NF.currentDiskGBThe current disk resource that is used by the NF.currentMemMBThe current memory resource that is used by the NF.deployedDUsThe number of Deployed Units (DUs) in the NF.descriptionThe description of the NF.failedDUsThe number of failed DUs in the NF.idThe NF ID Oracle Communications Application Orchestrator.NF Resources64Oracle? Communications Application Orchestrator
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ParameterDescriptionmaxCPUCoreThe maximum number of CPUs that can be used in the NF.maxDiskGBThe maximum disk resources that can be used by the NF.maxMemMBThe maximum memory resources that can be used by the NF.minCPUCoreThe minimum number of CPUs that is required for the NF.minDiskGBThe minimum disk rehttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlsources that are required by the NF.minMemMBThe minimum memory resources that are required by the NF.nameThe NF name.stateThe current deployment state of the NF:? NotConfigured—One or more child NF groups or DUs require userinputs.? NotDeployed—All required user inputs have been specified. The NF isready to be deployed.? Deploying—The NF is in the process of being deployed.? Undeploying—The NF and its DUs are in the process of undeploying.? OperationalReady—The CNF has one or more DUs that are ready to beset to an operational state.? Running—The NF and all of its DUs are in an operational state.? Resizing—The NF is in the process of resizing. Resizing allows theminimum and maximum number of DUs to change over the lifecycle ofthe NF to meet future capacity requirements.? DeploymentError—An error was encountered while deploying the NFand its DUs.? UndeploymentError—An error was encountered while undeploying theNF.? Deletihttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlng—The NF is in the process of being permanently deleted fromOracle Communications Application Orchestrator. The NF must be inan Undeploying state before deletion.Response SchemaNote: There are no response parameters for this API resource.
an NF
following REST API resource URI can be used to resize an NF.URLURIRequestMethodDescription/ocao/nfResources/nfs/nfId/resizingPOSTThis resource resizes an NF.Note: Before the northbound service orchestrator resizesan NF, it needs to get the resource usage andconfiguration with a new resource criteria.NF ResourcesOracle? Communications Application Orchestrator65
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URIRequestMethodDescription? Normal response code: 202 (Accepted)? Error response code: 400 (Bad Request), 401 (Unauthorized),403 (Forbidden), 404 (Not Found), 500 (Internal ServerError)Note: See the Deploy an NF section for the request and response schema informatihttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlon.
an NF
following REST API resource URI can be used to scale an NF.URLURIRequestMethodDescription/ocao/nfResources/nfs/nfId/scalingPOSTThis resource scales an NF.Note: Before the northbound service orchestrator callsthis API, it gets the NF scaling resource usage andconfiguration requirement, then the northbound clientreserves necessary resource and configuration based onthe resource and configuration requirement and uses thisAPI to scale the NF.? Normal response code: 202 (Accepted)? Error response code: 400 (Bad Request), 401 (Unauthorized),403 (Forbidden), 404 (Not Found), 500 (Internal ServerError)Note: See the Deploy an NF section for the request and response schema information.
REST API Call Flow Examples
following REST API call flow best-practice examples are used to operationalize an NF, and scale or resize adeployed NF.
a Network Function: Example://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlfollowing call flow of API methods are entered in the main method of the Oracle Communications ApplicationOrchestrator REST interface to configure the login and NF parameters needed to make a NF operational. Theindividual API methods identified below must also be configured. The configuration of these individual methods arediscussed in greater detail in subsequent chapters. If you are looking for more call flow examples, see appendix A formore information.1. Login to a valid user account session:/rest/v1.0/admin/login2. List the catalog of NFDs:ocao/nfResources/nfds:get3. Get the resource criteria for the NFD:NF Resources66Oracle? Communications Application Orchestrator
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ocao/nfResources/nfds/nfdId resourceCriteria:getThe output provides the resource criteria with default values.4. Calculate to create resource usage requirement object in Oracle Communications Application Orchestrator.ocao/nfRhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlesources/nfds/nfdId/resourceUsageRequirement:postThe input is the resource criteria, and the output is the resource usage requirement and configuration requirement.5. Create (and deploy) a new NF from the NFD:ocao/nfResources/nfs:postThe input is the resource usage requirements and configuration input. The output contains the created NF ID forthe following API calls.6. After creating the API call return to caller, the caller application can either poll the NF status or wait for the NFstatus event.7. Get the current deployed NF info:ocao/nfResources/nfs/nfId/resourceCriteria:get8. Set the deployed NF to operational:ocao/nfResources/nfs/nfId/action setCNFOperationl()
an Operational NF: Example
following call flow steps are used to scale in or out an operational NF when a scale in or out request occurs on aNF that is managed by the northbound service orchestrator client application.1. Login to a valid uhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlser account session:/rest/v1.0/admin/login2. A ScalingRequest event topic is registered and the northbound client receives a ScalingOut or ScaleIn requestevent.3. Get the scaling resource usage and configuration requirement.ocao/nfResources/nfs/nfId/resourceUsageRequirement:getThe output is the scaling NF resource usage requirement and configuration requirement.4. The northbound service orchestrator client reserves the required resources and configurations.5. Scale the operational NF:ocao/nfResources/nfs/nfId/scaling:postThe input is the resource usage requirements and configuration input. The output is the NF. After the resizing theAPI call return to caller, the caller application can either poll the NF status or wait for the NF status event.6. Get the operational NF info:ocao/nfResources/nfs/nfId:getThe output is the operational configuration and status information.
an Operational NF: Example
. Logihttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmln to a valid user account session:/rest/v1.0/admin/login2. Get the resource criteria of an operational NF:ocao/nfResources/nfs/nfId/resourceCriteria:getThe output shows the resource criteria of an operational NF.3. Calculate additional new resource usage requirements and required configurations:ocao/nfResources/nfs/nfId/resourceUsageRequirement:postNF ResourcesOracle? Communications Application Orchestrator67
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The input is the new resource criteria. The output is the new resource usage requirement and configurationrequirement.4. The northbound service orchestrator application reserves the new required resources and configurations.5. The operational NF is resized:ocao/nfResources/nfs/nfId/resizing:postThe input is the resource usage requirements and configuration input. The output is the NF. After the resizing theAPI call return to caller, the caller application can either poll the NF status or wahttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlit for the NF status event.6. Get the operational NF info:ocao/nfResources/nfs/nfId:getThe output is the operational configuration and status information.NF Resources68Oracle? Communications Application Orchestrator
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6
Resources
Communications Application Orchestrator supports Scaling, ScalingReqiest, and StateChange eventnotifications, which are sent to a registered northbound client applications by way of its event registration callbackURI.An Oracle Communications Application Orchestrator event has an event type and an event topic. A northbound clientapplication that can receive events from Oracle Communications Application Orchestrator, must register for specificevent topics. A callback REST API is implemented by the northbound client application so that it receives eventnotifications from Oracle Communications Application Orchestrator when they occur. A northbound clientahttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlpplication may use event notifications to respond with actions. For example, a northbound client application canscale in or out an NF when a ScalingRequest event notification message is received from Oracle CommunicationsApplication Orchestrator.Figure 25: Event registration and notificationOracle? Communications Application Orchestrator69
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The following table describes the scalingRequest events that are supported by Oracle Communications ApplicationOrchestrator:Event TypeDescriptionScaleOutA new deployment unit (DU) is created. Once thisprocess is complete, the event is sent to the northboundclient application.The standard scaling policy requests a DU scale-outprocess immediately when any cumulative NF groupKPI reaches a critical capacity state, and when anycumulative NF group KPI reaches the warning capacitystate and remains there longer than the growth duration.ScaleInBefore a DU is undeployed fhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlrom a NF, the event is sentto the northbound client application.The standard scaling policy only starts the scale-inprocess when all cumulative NF group KPIs havereached a reducible capacity state, and any cumulativeNF group KPI has remained in the reducible capacitystate longer than the decline duration.ScaleInCompleteAfter a DU is undeployed from a NF, the event is sent tothe northbound client application.The following table describes the scaling events that are supported by Oracle Communications ApplicationOrchestrator:Event TypeDescriptionScaleOutRequestWhen the capacity planner is about to create a new DU,the event is sent to the northbound client application.ScaleInRequestA DU is undeployed from a NF. Before a DU isundeployed from a NF, the event is sent to thenorthbound client application before the ScaleInEvent.The following table describes the stateChange events that are supported by Oracle Communications Applicahttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmltionOrchestrator:Event TypeDescriptionHealthOnce the NF health state is changed, the event is sent tothe northbound client application.The following health states are shown below:? Two dashes (- -) indicate that health data continues tobe collected for one or more DUs.? Healthy—All DUs are in a healthy state and arereachable on the network.? Impaired—One or more DUs are unreachable on thenetwork or have otherwise encountered an errorwhich impacts the total DU capacity, or resiliency.CapacityOnce the NF capacity state is changed, the event is sentto the northbound client application. The followingcapacity states are shown below:Event Resources70Oracle? Communications Application Orchestrator
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Event TypeDescription? Reducible—The capacity of the NF group can besatisfied by fewer DUs than are currently deployed(all NF group KPIs are in a reducible state).? Good—The capacity of the NF group is shttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlatisfied bythe number of DUs that are currently deployed (oneor more NF group KPIs are in the Good state, and noKPIs are in Warning or Critical states).? Warning—The capacity of the NF group is satisfiedby the number of DUs that are currently deployed,but one or more KPIs have exceeded a warningcapacity limit. Additional DUs may be required inthe near future in order to bring total NF groupcapacity back into a Good state range.? Critical—The capacity of the NF group may nolonger be satisfied by the number of DUs that arecurrently deployed. One or more KPIs have crossed acritical threshold boundary indicating that additionalDUs are required immediately.DeploymentOnce the NF deployment state is changed, the event issent to the northbound client application.
an Event Topic
following REST API resource URI can be used to register event topics from Oracle Communications ApplicationOrchestrator.URLURIRhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlequestMethodDescription/ocao/events/registrationsPOSTRegisters event topics.? Normal response code: 200 (OK)? Error response code: 400 (Bad Request), 401 (Unauthorized)Request and Response SchemaNote: The request and response message body are the same for this URI.Event ResourcesOracle? Communications Application Orchestrator71
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ParameterDescriptioneventTopicThe event topic for which the northbound client needs to register all theapplication-interested event topics at once.callbackServerBaseUrisThe northbound client application uses this URI to implement the callbackREST API on Oracle Communications Application Orchestrator that allowsOracle Communications Application Orchestrator to send an event to thenorthbound client application. This URI identifies the northbound clientapplication server. For example: http://localhost:8080</callbackServerBaseUri>.eventTopicsSelect this option to access evhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlentTopic parameters.idThere is no registration entry object ID.loginUriPathThe login URI path that initiates a client/server session and returns a validsession ID. For example: /v1.0/admin/login.logoutUriPathThe login URI path that tears down a session with a valid session ID. Forexample: /v1.0/admin/logoutpwdThe password that is used by Oracle Communications Application Orchestratorto log into the NSO before it can send the event notification.userThe user name that is used by Oracle Communications Application Orchestratorto log into the NSO before it can send the event notification.messageFormatThe way in which the message contents are formatted. For example, XML.appNameThe northbound client application name that registers the event topic. Forexample, the northbound service orchestrator, Oracle Communications SessionElement Manager, etc.appGlobalIdThe unique ID or name that the northbound client application uses to regihttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlsterwith Oracle Communications Application Orchestrator. If this northbound clientEvent Resources72Oracle? Communications Application Orchestrator
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ParameterDescriptionapplication runs as a cluster, the unique ID or name can be the cluster ID orname. Oracle Communications Application Orchestrator uses this ID or name toensure that only one client in the cluster is notified when an event occurs.
an Event
following REST API resource URI can be used to submit data to the northbound client application to confirmthat it received an event message from Oracle Communications Application Orchestrator.URLURIRequestMethodDescription/ocao/events/confirmationsPOSTSubmits data to a northbound client application to confirm anevent.? Normal response code: 200 (OK)? Error response code: 400 (Bad Request), 401 (Unauthorized)Request SchemaParameterDescriptioneventSeqIdThe original evenhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlt sequence ID for when the northbound client applicationreceived this event from Oracle Communications Application Orchestrator.appNameThe northbound client application name that registers the event topic. Forexample, the northbound service orchestrator, Oracle Communications SessionElement Manager, etc.appGlobalIdThe unique ID or name that the northbound client application uses to registerwith Oracle Communications Application Orchestrator. If this northbound clientapplication runs as a cluster, the unique ID or name can be the cluster ID orname. Oracle Communications Application Orchestrator uses this ID or name toensure that only one client in the cluster is notified when an event occurs.eventTypeThe original event type for when the northbound client application received thisevent from Oracle Communications Application Orchestrator.statusThe event processing status (success or failed) on the northbound clientapplication.Ehttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlvent ResourcesOracle? Communications Application Orchestrator73
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Response SchemaThere are no response parameters for this REST API resource.
All Event Registrations
following REST API resource URI can be used to list all event registrations from Oracle CommunicationsApplication Orchestrator.URLURIRequestMethodDescription/ocao/events/registrationsGETLists all event registrations.? Normal response code: 200 (OK)? Error response code: 400 (Bad Request), 401 (Unauthorized)Request SchemaNote: There are no request parameters for this API resource.Response SchemaNote: See the Register an Event Topic section for the response schema information.
an Event Registration
following REST API resource URI can be used to retrieve information for a specified registered event fromOracle Communications Application Orchestrator.URLURIRequestMethodDescription/ohttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlcao/events/registrations/registrationIdGETRetrieves a registered event type.? Normal response code: 200 (OK)? Error response code: 400 (Bad Request), 401 (Unauthorized)Request SchemaNote: There are no request parameters for this API resource.Response SchemaNote: See the Register an Event Topic section for the response schema information.Event Resources74Oracle? Communications Application Orchestrator
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Unregister an Event
following REST API resource URI can be used to unregister an event from Oracle Communications ApplicationOrchestrator.URLURIRequestMethodDescription/ocao/events/registrations/registrationIdDELETEUnregisters a registered event.? Normal response code: 200 (OK)? Error response code: 400 (Bad Request), 401 (Unauthorized)Request SchemaNote: There are no request parameters for this API resource.Response SchemaNote: There are no response parameters for this API reshttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlource.Event ResourcesOracle? Communications Application Orchestrator75
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7
Retrieval
the information in this chapter to retrieve fault resources through the Oracle Communications ApplicationOrchestrator REST API.
Application Orchestrator Alarms
following REST API resource URI can be used to retrieve Oracle Communications Application Orchestratoralarms that are generated when an alarm occurs on a node for the northbound client application.Note: To receive notifications, ensure that SNMP communities and the MIB contact and trap receiverinformation is configured on your OSS/BSS system in order to receive fault notifications.URLURIRequestMethodDescription/fault/alarms?type=OCAO&offset=100&limitation=50&startTime=MM-dd-yy&endTimeMM-dd-yy&source=acmeXX&sourceIp=x.x.x.x&severity=MajorGETGets alarms. All alarms are retrihttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmleved by default. You can use thefollowing filter criteria parameters with this URI:? type—Retrieves different types of alarms for ApplicationOrchestrator and supports pagination through the offsetparameter. If the offset parameter is not specified, the defaultresult always returns the first 50 alarms.? limitation—Specifies the number of alarms to retrieve in arequest.? startTime—Start time for retrieving alarms in month, day andyear format (mm-dd-yy). For example, March 15, 2015 is:03-15-15.? endTime—End time for retrieving alarms in month, day andyear format (mm-dd-yy). For example, October 21, 2015 is:10-21-15.? source—The exact descriptive source of the alarm.? sourceIp—The source IP address from which this alarm wasgenerated.? severity—The severity name of the alarm. See below foralarm names.Oracle? Communications Application Orchestrator77
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URIRequestMethodDescriptionURI response codes:?http://www.anggang.com/pdf/LtnBuSbIiIMJ.html Normal: 200 (OK)? Error: 400 (Bad Request), 401 (Unauthorized)Request SchemaNote:There are no request parameters for this REST API.Response SchemaParameterTypeDescriptionacknowledgedByStringThe user that acknowledged the alarm.annotationStringThe user-defined note pertaining to this alarm.descriptionStringA short description of the alarm.failedResourceStringThe resource responsible for this alarm.objectIdStringThe object identifier (OID) associated with this alarm.severityStringOne of the following user-defined severity levels can display for a systemalarm:Fault Retrieval78Oracle? Communications Application Orchestrator
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ParameterTypeDescriptionNote: The number indicates the severity level.? (0)Emergency—The system is unusable.? (1) Critical—The alert indicates that action must be takenimmediately. If no actions are taken, there may be physical,permanent, and irreparable damage thttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlo your system.? (2) Major—Critical conditions exist. The functionality has beenseriously compromised and a loss of functionality, hangingapplications, and dropped packets may occur. If no actions are taken,your system will suffer no physical harm, but it will cease to function.? (3) Minor—Error conditions exist. Functionality has been impaired toa certain degree and you might experience compromisedfunctionality. There will be no physical harm to your system, but youneed to take actions to keep your system operating properly.? (4) Warning—Warning conditions exist. Some irregularities inperformance. These conditions are noteworthy and you should takeactions to keep your system operating properly.? (5) Notice—Normal, but a significant condition exists.? (6) Info—Informational messages are appearing.? (7)Trace—Trace messages appear.? (8) Debug—Debugging messages appear.? (9) Detail—Detailed messages appear.sourceStringThe exacthttp://www.anggang.com/pdf/LtnBuSbIiIMJ.html descriptive source of the alarm.sourceGroupIdStringThe identity of the source group associated with this alarm.sourceIpStringThe source IP address from which this alarm was generated.sysUpTimeStringLength of time the system has been operational in hours, minutes, andseconds.trapNameStringThe exact name of the trap associated with this alarm. For example,apNNCTrapRelayAliveNotification.typeStringThe type of trap associated with this alarm. For example,apOCAONFcDUAvailabilityFailure.Fault RetrievalOracle? Communications Application Orchestrator79
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A
Orchestrator REST API Examples
Oracle Communications Application Orchestrator REST API resource examples in this chapter can be used tohelp you specify request and response parameters. The message body for each example is represented in XML format.
Resource Examples
Initial Vhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlIM Configuration Parameters: Example
following example retrieves the initial VIM configuration parameters before creating a VIM:Response XML<?xml version="1.0" encoding="UTF-8"?><vim><type>vCloud Director 5.5.x</type><parameters><parameter><description>The base URL to the cloud. Example: https://mycloud.com:443</description><name>vimURL</name><readOnly>false</readOnly><valueType>String</valueType></parameter><parameter><description>The username to use for authentication</description><name>vimUsername</name><readOnly>false</readOnly><valueType>String</valueType></parameter><parameter><description>The password to use for authentication</description><name>vimPassword</name><readOnly>false</readOnly><valueType>String</valueType></parameter><parameter><description>The VCloud organization to which this user belongs.</description><name>vimOrganization</name><readOnly>false</readOnly>Oracle? Communications Apphttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmllication Orchestrator81
82


<valueType>String</valueType></parameter><parameter><description>The catalog to use for vAppTemplate storage.</description><name>vimCatalog</name><readOnly>false</readOnly><valueType>SingleSelection</valueType></parameter><parameter><description>Cloud identifier for Catalog.</description><name>vimCatalogRef</name><readOnly>true</readOnly><valueType>String</valueType></parameter></parameters></vim>
Dynamic VIM Configuration Parameters and Required UserCredentials: Example
following example retrieves any of the dynamic VIM configuration parameters that cannot be returned afterretrieving the initial VIM configuration parameters:Response XML<?xml version="1.0" encoding="UTF-8" standalone="yes"?><vim><parameters><parameter><name>vimURL</name><value>https://10.196.120.51</value></parameter><parameter><name>vimUsername</name><valueType>String</http://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlvalueType><value>nnc</value></parameter><parameter><description>The password to use for authentication</description><name>vimPassword</name><value>abc123</value></parameter><parameter><name>vimOrganization</name><valueType>String</valueType><value>oracle</value></parameter></parameters></vim>
a VIM: Example
following example creates a new VIM .Request XML<?xml version="1.0" encoding="UTF-8" standalone="yes"?><vim><name>tegeRestVim-20</name><type>vCloud Director 5.5.x</type><parameters><parameter>Application Orchestrator REST API Examples82Oracle? Communications Application Orchestrator
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<name>vimURL</name><value>https://10.196.120.51</value></parameter><parameter><name>vimUsername</name><value>nnc</value></parameter><parameter><name>vimPassword</name><value>abcccceddd</value></parameter><parameter><name>vimOrganization</name><value>oracle</value></paramethttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmler><parameter><name>vimCatalog</name><value>test</value></parameter></parameters></vim>Response XML<?xml version="1.0" encoding="UTF-8" standalone="yes"?><vim><id>76</id><name>tegeRestVim-20</name><parameters><parameter><description>The base URL to the cloud. Example: https://mycloud.com:443</description><name>vimURL</name><readOnly>true</readOnly><value>https://10.196.120.51</value><valueType>String</valueType></parameter><parameter><description>The username to use for authentication</description><name>vimUsername</name><readOnly>true</readOnly><value>nnc</value><valueType>String</valueType></parameter><parameter><description>The password to use for authentication</description><name>vimPassword</name><readOnly>false</readOnly><value>abc123</value><valueType>String</valueType></parameter><parameter><description>The VCloud organization to which this user belongs.</description><name>vimOrganization</name><http://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlreadOnly>true</readOnly><value>oracle</value><valueType>String</valueType></parameter><parameter><description>The catalog to use for vAppTemplate storage.</description><name>vimCatalog</name><readOnly>false</readOnly>Application Orchestrator REST API ExamplesOracle? Communications Application Orchestrator83
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<validValues><validValue>test</validValue></validValues><value>test</value><valueType>SingleSelection</valueType></parameter><parameter><description>Cloud identifier for Catalog.</description><name>vimCatalogRef</name><readOnly>true</readOnly><value>https://10.196.120.51/api/catalog/501f5e5d-ae70-4d54-be14-6917d436e125</value><valueType>String</valueType></parameter></parameters><type>vCloud Director 5.5.x</type></vim>
the Available DCs for a VIM: Example
following example retrieves the available data centers (DCs) for a specified VIM.Response XML for OpenStachttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlk<?xml version="1.0" encoding="UTF-8"?><vimDcs><vimType>OracleOpenStackForOracleLinux</vimType><vimName>Vim-2</vimName><vimId>1</vimId><dcs><dc><name>nova</name></dc><dc><name> nova-second </name></dc></dcs><vimDcs>Response XML for vCloud<?xml version="1.0" encoding="UTF-8" standalone="yes"?><vimDcs><vimId>12</vimId><vimName>VIM-1</vimName><vimType>vCloud Director 5.5.x</vimType><dcs><dc><name>MainVDC</name></dc><dc><name>SmallVDC</name></dc></dcs></vimDcs>
Resource Examples
All VDCs that are Associated with VIMs: Example
following example retrieves all VDCs that are associated with VIMs.Application Orchestrator REST API Examples84Oracle? Communications Application Orchestrator
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Response XML<?xml version="1.0" encoding="UTF-8" standalone="yes"?><vdcs><pageInfo><limitation>10</limitation><numberOfElements>2</numberOfElements><offset>1</offset>http://www.anggang.com/pdf/LtnBuSbIiIMJ.html</pageInfo><vdc><id>44</id><name>tgeVdcTest</name><reference>MainVDC</reference><vimId>12</vimId><vimName>tgeTest</vimName></vdc><vdc><id>68</id><name>tgeVdcTest-10</name><reference>MainVDC</reference><vimId>12</vimId><vimName>tgeTest</vimName></vdc></vdcs>
a VDC Configuration: Example
following example retrieves configuration parameters for a specific VDC in the VIM:Request XML<?xml version="1.0" encoding="UTF-8"?><vdc><vimName>tgeVim-1</vimName></vdc>Response XML for vCloud VIM<?xml version="1.0" encoding="UTF-8"?><vdc><reference>MainVDC</reference><vimId>52</vimId><vimName>TgeTest-4</vimName><hypervisors/><parameters><parameter><description>'Fast Provisioning' must be disabled for VCloudDatacenters</description><name>dcWarning</name><readOnly>true</readOnly><value>Please ensure that the 'Fast Provisioning' feature is disabledfor this Datacenter!</value><valueType>String</valuehttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlType></parameter><parameter><description>Datacenter identifier in the cloud</description><name>dcCloudId</name><readOnly>true</readOnly><value>https://10.196.120.51/api/vdc/3c9cd2e2-f65b-4f32-91de-5525b58d3a1f</value><valueType>String</valueType></parameter><parameter>Application Orchestrator REST API ExamplesOracle? Communications Application Orchestrator85
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<description>The Storage Profile which will be used to allocate VMstorage for this Datacenter.</description><name>dcStorageProfile</name><readOnly>false</readOnly><validValues><validValue>SharedStorage</validValue><validValue>Local Storage</validValue><validValue>*</validValue></validValues><valueType>SingleSelection</valueType></parameter><parameter><description>Storage Profile identifier in the cloud.</description><name>dcStorageProfileRef</name><readOnly>true</readOnly><valueType>String</valueType></parameter><parameter><descriphttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmltion>Enable Anti-Affinity rules for HA-paired VMs. Anti-Affinity rules prevent VMs from running on the same physical host.</description><name>dcEnableAA</name><readOnly>false</readOnly><value>false</value><valueType>BooleanString</valueType></parameter></parameters></vdc>
and Associate a VDC with a VIM: Example
following example creates and associates a virtual data center (VDC) with a supported VIM.Request XML<?xml version="1.0" encoding="UTF-8"?><vdc><hypervisors/><name>tgeVdcTest-100</name><parameters><parameter><name>dcStorageProfile</name><value>SharedStorage</value></parameter><parameter><name>dcEnableAA</name><value>false</value></parameter></parameters><reference>MainVDC</reference><vimName>TgeRestVim-4</vimName></vdc>Response XML<?xml version="1.0" encoding="UTF-8"?><vdc><hypervisors><hypervisor>ESXI</hypervisor></hypervisors><id>112</id><name>tgeVdcTest-100</name><referenchttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmle>MainVDC</reference>Application Orchestrator REST API Examples86Oracle? Communications Application Orchestrator
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<vimId>60</vimId><vimName>tegeRestVim-10</vimName><parameters><parameter><description>'Fast Provisioning' must be disabled for VCloudDatacenters</description><name>dcWarning</name><readOnly>true</readOnly><value>Please ensure that the 'Fast Provisioning' feature is disabledfor this Datacenter!</value><valueType>String</valueType></parameter><parameter><description>Datacenter identifier in the cloud</description><name>dcCloudId</name><readOnly>true</readOnly><value>https://10.196.120.51/api/vdc/3c9cd2e2-f65b-4f32-91de-5525b58d3a1f</value><valueType>String</valueType></parameter><parameter><description>The Storage Profile which will be used to allocate VMstorage for this Datacenter.</description><name>dcStorageProfile</name><readOnly>false</readOnly><validValues><validValue>Sharhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmledStorage</validValue></validValues><value>SharedStorage</value><valueType>SingleSelection</valueType></parameter><parameter><description>Storage Profile identifier in the cloud.</description><name>dcStorageProfileRef</name><readOnly>true</readOnly><value>https://10.196.120.51/api/vdcStorageProfile/374055b7-70a1-4482-85f9-510b865e750b</value><valueType>String</valueType></parameter><parameter><description>Enable Anti-Affinity rules for HA-paired VMs. Anti-Affinity rules prevent VMs from running on the same physical host.</description><name>dcEnableAA</name><readOnly>false</readOnly><value>false</value><valueType>BooleanString</valueType></parameter></parameters><cloudNetworks><cloudNetwork><name>Access</name><ref>https://10.196.120.51/api/network/7c439cef-165b-4dfc-923a-c8662cea43c4</ref></cloudNetwork><cloudNetwork><name>Wancom1</name><ref>https://10.196.120.51/api/network/e9b96827-e601-4669-8337-587420d9a6e5<http://www.anggang.com/pdf/LtnBuSbIiIMJ.html/ref></cloudNetwork><cloudNetwork><name>Wancom2</name><ref>https://10.196.120.51/api/network/4f2dad94-5aea-414e-b74d-ce0cdc54f9e7</ref>Application Orchestrator REST API ExamplesOracle? Communications Application Orchestrator87
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</cloudNetwork><cloudNetwork><name>Private Mgmt</name><ref>https://10.196.120.51/api/network/222c33ea-75cc-4af3-9162-ea3c4f410f41</ref></cloudNetwork><cloudNetwork><name>Management</name><ref>https://10.196.120.51/api/network/40d90f7e-4b62-4c79-9fb4-c8a0de812928</ref></cloudNetwork><cloudNetwork><name>Core External</name><ref>https://10.196.120.51/api/network/fbf77107-7f53-4aeb-9613-8ddc82edf498</ref></cloudNetwork></cloudNetworks></vdc>
All VM Images: Example
following example retrieves all VM images from the Oracle Communications Application Orchestrator imagearchive.Response XML<?xml version="1.0" encoding="UTF-8"?><vmImages><vmImage>http://www.anggang.com/pdf/LtnBuSbIiIMJ.html<name>vmImageSCZ715</name><filename>nnSCZ715.64-img-bin.ova</filename><description>this is Oracle CSM and SLRM software image </description><softwareVersion>SCZ715</softwareVersion><size>8635164 bytes</size><cpuCapacity>2</cpuCapacity> <memoryCapacity>2GB</memoryCapacity> <diskCapacity>43GB</diskCapacity > <NICs>8</NICs >   <componentTypes><componentType>CSM</componentType><componentType>SLRM</componentType></componentTypes><hypervisors><hypervisor> ESXI</hypervisor><hypervisor> KVM</hypervisor><hypervisor> OVM_PV</hypervisor><hypervisor> OVM_HVM</hypervisor></hypervisors></vmImage></vmImages>
Resource Examples
an NF Descriptor: Example
following example retrieves an NF descriptor (NFD).Application Orchestrator REST API Examples88Oracle? Communications Application Orchestrator
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Response XML<?xml version="1.0" encoding="UTF-8"?><nfd><name>IMS-core</name>http://www.anggang.com/pdf/LtnBuSbIiIMJ.html<id>12</id><version>1.0</version><vendor>ORACLE</vendor><vendorId>ACME</vendorId><cnfPluginName>Acme CNF Adaptor</cnfPluginName ></nfd>
the Resource Criteria for an NF: Example
following example retrieves the resource criteria for an NF, which is calculated and resized by default criteriavalues.Request XML<?xml version="1.0" encoding="UTF-8"?><resourceCriteria><hscName/><parameters><parameter><description>Minimum Number of Subscribers.</description><maxValue>9223372036854775807</maxValue><minValue>-9223372036854775808</minValue><name>MinimumNumberOfSubscribers</name><readOnly>false</readOnly><value>450000</value><valueType>NumberString</valueType></parameter><parameter><description>Maximum Number Of Subscribers</description><maxValue>9223372036854775807</maxValue><minValue>-9223372036854775808</minValue><name>MaximumNumberOfSubscribers</name><readOnly>false</readOnly><value>850000</value>http://www.anggang.com/pdf/LtnBuSbIiIMJ.html<valueType>NumberString</valueType></parameter><parameter><description>Minimum Messages per Second for Busy Hour Call Attempts</description><maxValue>9223372036854775807</maxValue><minValue>-9223372036854775808</minValue><name>MinimumMessagesPerSecond</name><readOnly>false</readOnly><value>7360</value><valueType>NumberString</valueType></parameter><parameter><description>Maximum Messages per Second for Busy Hour Call Attempts</description><maxValue>9223372036854775807</maxValue><minValue>-9223372036854775808</minValue><name>MaximumMessagesPerSecond</name><readOnly>false</readOnly><value>13650</value><valueType>NumberString</valueType></parameter><parameter><description>Sizing Model</description>Application Orchestrator REST API ExamplesOracle? Communications Application Orchestrator89
90


<name>SizingModel</name><readOnly>false</readOnly><validValues><validValue>Small</validValue><validValuhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmle>Medium</validValue><validValue>Large</validValue></validValues><value>Small</value><valueType>SingleSelection</valueType></parameter></parameters></resourceCriteria>
Resource Usage Requirements for a Deployed NF: Example
following example retrieve the current deployed NF resource usage requirement for scaling purposes.Request XML<?xml version="1.0" encoding="UTF-8"?><resourceCriteria><hscName>hscForCsmStandaloneBoston</hscName><parameters><parameter><description>Minimum Number of Subscribers.</description><maxValue>9223372036854775807</maxValue><minValue>-9223372036854775808</minValue><name>MinimumNumberOfSubscribers</name><readOnly>false</readOnly><value>450000</value><valueType>NumberString</valueType></parameter><parameter><description>Maximum Number Of Subscribers</description><maxValue>9223372036854775807</maxValue><minValue>-9223372036854775808</minValue><name>MaximumNumberOfSubscrihttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlbers</name><readOnly>false</readOnly><value>850000</value><valueType>NumberString</valueType></parameter><parameter><description>Minimum Messages per Second for Busy Hour Call Attempts</description><maxValue>9223372036854775807</maxValue><minValue>-9223372036854775808</minValue><name>MinimumMessagesPerSecond</name><readOnly>false</readOnly><value>7360</value><valueType>NumberString</valueType></parameter><parameter><description>Maximum Messages per Second for Busy Hour Call Attempts</description><maxValue>9223372036854775807</maxValue><minValue>-9223372036854775808</minValue><name>MaximumMessagesPerSecond</name><readOnly>false</readOnly><value>13650</value><valueType>NumberString</valueType></parameter><parameter><description>Sizing Model</description>Application Orchestrator REST API Examples90Oracle? Communications Application Orchestrator
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<name>SizingModel</name><readOnly>false</readhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlOnly><validValues><validValue>Small</validValue><validValue>Medium</validValue><validValue>Large</validValue></validValues><value>Small</value><valueType>SingleSelection</valueType></parameter></parameters></resourceCriteria>Response XML<?xml version="1.0" encoding="UTF-8"?><!--assuming 3 csm, 1 slrm, 2 Asbc, 1 SLB --><nfRequirement><nfdName>IMS-Access-Hybrid</nfdName><nfdId>12</nfdId><nfdVendor>ORACLE</nfdVendor><nfdVendorId>ACME</nfdVendorId><nfdVersion>ORACLE</nfdVersion><hscName>HSCForIMS-Access-Hybrid-EastCoast</hscName><name/><id/><resourceCriteria/><vLinks><vLink><id>11</id><scope>public</scope><name>Access</name><description>This is media network for Access</description><type>Media</type><qos><latency>10ms</latency><jitter>50ms</jitter><pktLoss>0%</pktLoss><bandwidth>10G</bandwidth></qos><connectedNICs/><subnets><subnet><id>2101</id><name>Access_11</name><vlanId>11</vlanId><epPools/><externahttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmllEps/><sharedExternalEps/></subnet><subnet><id>2102</id><name>Access:0</name><vlanId>0</vlanId><epPools/><externalEps/><sharedExternalEps/></subnet></subnets></vLink><vLink><id>12</id><scope>public</scope>Application Orchestrator REST API ExamplesOracle? Communications Application Orchestrator91
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<name>Core</name><description>This is media network for Core</description><type>Media</type><qos><latency>10ms</latency><jitter>50ms</jitter><pktLoss>0%</pktLoss><bandwidth>10G</bandwidth></qos><connectedNICs/><subnets><subnet><id>2201</id><name>CoreSubnet</name><vlanId>0</vlanId><epPools/><externalEps/><sharedExternalEps/></subnet></subnets></vLink></vLinks><virtualResource><virtualTotal><currentCpuCore>0</currentCpuCore><currentMemoryMB>0</currentMemoryMB><currentDiskGB>0</currentDiskGB><minCpuCore>14</minCpuCore><minMemoryMB>14</minMemoryMB><minDiskGB>301</minDiskGB><maxCpuChttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlore>128</maxCpuCore><maxMemoryMB>128</maxMemoryMB><maxDiskGB>2748</maxDiskGB><supportedAccelerators><softwareBased><type>DPDK</type></softwareBased><hardwareBased><epa>PCI-passthrough</epa><epa>transcoding</epa><epa>encryption</epa><epa>IntelAVX</epa></hardwareBased></supportedAccelerators></virtualTotal><virtualGroups><vScalabilityGroup><name>CSM-Core</name><componentType>CSM</componentType><version>SCZ715</version><deviceInfo><parameters><parameter><name>deviceGroup</name><value/><type>String</type><description>this is the device group that the device belongsto</description></parameter><parameter><name>snmpCommunity</name><value/><type>String</type><description>the device snmp community</description>Application Orchestrator REST API Examples92Oracle? Communications Application Orchestrator
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</parameter><parameter><name>autoScaling</name><value>false</value><type>String</type>http://www.anggang.com/pdf/LtnBuSbIiIMJ.html<description>this is the scaling mode</description></parameter><parameter><name>deviceUserPassword</name><value/><type>String</type><description>the user password on device customer wish to use</description></parameter><parameter><name>deviceAdminPassword</name><value/><type>String</type><description>the admin user password on device customer wish touse</description></parameter><parameter><name>deviceConfigPassword</name><value/><type>String</type><description>this is the configuration password on devicecustomer wish to use</description></parameter></parameters></deviceInfo><dcParameters><parameter><name>transcodingCoreUsage</name><value/><type>String</type><description>the CPU cores that dedicate for transcoding</description></parameter><parameter><name>dosCoreUsage</name><value/><type>String</type><description>the CPU cores that dedicate for DOS</description></parameter><parameter><name>forwardingCorhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmleUsage</name><value/><type>String</type><description>the CPU cores that dedicate for forwarding</description></parameter><parameter><name>signalingCoreUsage</name><value/><type>String</type><description>the CPU cores that dedicate for signaling</description></parameter><parameter><name>pageSizeInMB</name><value/><type>String</type><description>memory page size either in 2 for 2MB or 1024 for1GB</description>Application Orchestrator REST API ExamplesOracle? Communications Application Orchestrator93
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</parameter><parameter><name>memorySize</name><value/><type>String</type><description>memory  size either 1024 for page size 2MB or 1 forpage size 1GB </description></parameter></dcParameters><geoRedundancyGroups><geoRedundancyGroup><type>primary</type><currentSegmentCount>0</currentSegmentCount><requiredSegmentCount>3</requiredSegmentCount><removedSegmentCount>0</removedSegmentCount><mahttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlximumSegmentCount>5</maximumSegmentCount><groupSegment><cpuCore>2</cpuCore><memoryMB>4096</memoryMB><diskGB>8</diskGB><supportedAccelerators><hardwareBased><epa>encryption</epa><epa>IntelAVX</epa></hardwareBased></supportedAccelerators><vLinks><vLink><id/><scope/><name>Core</name><description/><type/><qos/><connectedNICs/><subnets><subnet><id>2201</id><name>CoreSubnet</name><vlanId/><epPools><epPool><type>IPv4</type><size>1</size></epPool><epPool><type>IPv6</type><size>0</size></epPool><epPool><type>Mac</type><size>0</size></epPool></epPools><externalEps><endpoint><name>CxInterface1</name><id>23232</id><type>Cx</type><description>Cx</description><parameters><parameter><name>protocol</name><value/>Application Orchestrator REST API Examples94Oracle? Communications Application Orchestrator
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<type>String</type><description>network protocol for thisendpoint</descriptionhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.html></parameter><parameter><name>port</name><value/><type>String</type><description>port number for this endpoint</description></parameter><parameter><name>ip</name><value/><type>IPv4</type><description>ip address for this endpoint</description></parameter></parameters></endpoint><endpoint><name>CxInterface2</name><id>23233</id><type>Cx</type><description>Cx</description><parameters><parameter><name>protocol</name><value/><type>String</type><description>network protocol for thisendpoint</description></parameter><parameter><name>port</name><value/><type>String</type><description>port number for this endpoint</description></parameter><parameter><name>ip</name><value/><type>IPv4</type><description>ip address for this endpoint</description></parameter></parameters></endpoint></externalEps><sharedExternalEps/></subnet></subnets></vLink><vLink><id/><scope/><name>Management</name><description/><thttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlype/><qos/><connectedNICs/><subnets><subnet>Application Orchestrator REST API ExamplesOracle? Communications Application Orchestrator95
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<id>2301</id><name>MgmtSubnet</name><vlanId/><epPools><epPool><type>IPv4</type><size>2</size></epPool><epPool><type>IPv6</type><size>0</size></epPool><epPool><type>Mac</type><size>0</size></epPool></epPools><externalEps/><sharedExternalEps/></subnet></subnets></vLink><vLink><id/><scope/><name>HARedundancy1</name><description/><type/><qos/><connectedNICs/><subnets><subnet><id>2401</id><name>HAUtil_1_Subnet</name><vlanId/><epPools><epPool><type>IPv4</type><size>2</size></epPool><epPool><type>IPv6</type><size>0</size></epPool><epPool><type>Mac</type><size>0</size></epPool></epPools><externalEps/><sharedExternalEps/></subnet></subnets></vLink><vLink><id/><scope/><name>HARedundancy2</name><description/><type/><qos/><connhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlectedNICs/><subnets><subnet>Application Orchestrator REST API Examples96Oracle? Communications Application Orchestrator
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<id>2501</id><name>HAUtil_2_Subnet</name><vlanId/><epPools><epPool><type>IPv4</type><size>2</size></epPool><epPool><type>IPv6</type><size>0</size></epPool><epPool><type>Mac</type><size>0</size></epPool></epPools><externalEps/><sharedExternalEps/></subnet></subnets></vLink></vLinks></groupSegment></geoRedundancyGroup><geoRedundancyGroup><type>Disaster Recovery</type><currentSegmentCount>0</currentSegmentCount><requiredSegmentCount>3</requiredSegmentCount><removedSegmentCount>0</removedSegmentCount><maximumSegmentCount>5</maximumSegmentCount><groupSegment><cpuCore>2</cpuCore><memoryMB>4096</memoryMB><diskGB>8</diskGB><supportedAccelerators><hardwareBased><epa>encryption</epa><epa>IntelAVX</epa></hardwareBased></supportedAccelerators><vLinks></vLinks></ghttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlroupSegment></geoRedundancyGroup></geoRedundancyGroups></vScalabilityGroup><vScalabilityGroup><name>SLRM-Core</name><componentType>SLRM</componentType><version>SCZ715</version><deviceInfo></deviceInfo><dcParameters></dcParameters><geoRedundancyGroups><geoRedundancyGroup><type>primary</type><currentSegmentCount>0</currentSegmentCount><requiredSegmentCount>1</requiredSegmentCount><removedSegmentCount>0</removedSegmentCount><maximumSegmentCount>2</maximumSegmentCount><groupSegment><cpuCore>2</cpuCore>Application Orchestrator REST API ExamplesOracle? Communications Application Orchestrator97
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<memoryMB>4096</memoryMB><diskGB>8</diskGB><supportedAccelerators><hardwareBased><epa>encryption</epa><epa>IntelAVX</epa></hardwareBased></supportedAccelerators><vLinks></vLinks></groupSegment></geoRedundancyGroup></geoRedundancyGroups></vScalabilityGroup><vScalabilityGroup></vScalabilityGroup>http://www.anggang.com/pdf/LtnBuSbIiIMJ.html</virtualGroups></virtualResource><physicalResource><physicalTotal><currentHardwareCount>0</currentHardwareCount><minHardwareCount>1</minHardwareCount><maxHardwareCount>10</maxHardwareCount><hardwareTypes><hardwareType>NN6300</hardwareType><hardwareType>NN6100</hardwareType><hardwareType>NN4500</hardwareType></hardwareTypes></physicalTotal><physicalGroups><pScalabilityGroup><name>SLB-core</name><comnponentType>SLB</comnponentType><version>SCZ721</version><deviceInfo><parameters><parameter><name>deviceGroup</name><value/><type>String</type><description>this is the device group that the device belongsto</description></parameter><parameter><name>snmpCommunity</name><value/><type>String</type><description>the device snmp community</description></parameter></parameters></deviceInfo><dcParameters/><geoRedundancyGroups><geoRedundancyGroup><type>primary</type><currentSegmentCount>0</currentSegmentCount><requirehttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmldSegmentCount>1</requiredSegmentCount><removedSegmentCount>0</removedSegmentCount><groupSegment><hardwareCount>2</hardwareCount><platform>6100</platform><vLinks><vLink><id/>Application Orchestrator REST API Examples98Oracle? Communications Application Orchestrator
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<scope/><name/><description/><type/><qos/><connectedNICs><connectedNIC>s0p0</connectedNIC><connectedNIC>s0p1</connectedNIC></connectedNICs><subnets><subnet><id>2101</id><name/><vlanId/><epPools><epPool><type>IPv4</type><size>2</size></epPool></epPools><externalEps><endpoint><name>physcalMgmt</name><id>23232</id><type>Cx</type><description>Cx</description><parameters><parameter><name>protocol</name><value/><type>String</type><description>network protocol for thisendpoint</description></parameter><parameter><name>port</name><value/><type>String</type><description>port number for this endpoint</description></phttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlarameter><parameter><name>ip</name><value/><type>IPv4</type><description>ip address for this endpoint</description></parameter></parameters></endpoint></externalEps><sharedExternalEps/></subnet></subnets></vLink></vLinks></groupSegment></geoRedundancyGroup></geoRedundancyGroups></pScalabilityGroup></physicalGroups></physicalResource></nfRequirement>Application Orchestrator REST API ExamplesOracle? Communications Application Orchestrator99
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Deploy an NF: Example
following example deploys a new NF.Request XML<?xml version="1.0" encoding="UTF-8" standalone="yes"?> <nfResourceConfig><name>hong-ims-hybrid-nf</name><description>Hong IMS hybrid on vCloud test</description><appName>myApp</appName><appGlobalId>ACME</appGlobalId><hscName>hong-ims-hybrid-hsc</hscName><resourceCriteria><parameters><parameter><name>SizingModel</name><value>Small</value></parameter><parameter><nahttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlme>MinimumNumberOfSubscribers</name><value>250000</value></parameter><parameter><name>MaximumNumberOfSubscribers</name><value>850000</value></parameter><parameter><name>MinimumMessagesPerSecond</name><value>7360</value></parameter><parameter><name>MaximumMessagesPerSecond</name><value>13650</value></parameter><parameter><name>MinimumCPS</name><value>32</value></parameter><parameter><name>MaximumCPS</name><value>43</value></parameter><parameter><name>MinimumNumberOfSessions</name><value>2870</value></parameter><parameter><name>MaximumNumberOfSessions</name><value>3870</value></parameter><parameter><name>AverageCallTime</name><value>90</value></parameter></parameters></resourceCriteria><computeStorageGroups><dcs><vDC><vdcName>qa-vdc</vdcName><vLinks><vLink><name>wancom1Link</name>Application Orchestrator REST API Examples100Oracle? Communications Application Orchestrator
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http://www.anggang.com/pdf/LtnBuSbIiIMJ.html<cloudNetworkName>wancom1</cloudNetworkName><cloudNetworkId>https://10.196.149.45/api/network/0964f6a8-b2e6-4272-8652-26bd51a5d8a4</cloudNetworkId><subnets><subnet><name>wancom1Link:0</name><vlanId>0</vlanId><epPools><epPool><type>IPv4</type><size>4</size> <range>168.254.1.121-168.254.1.124</range></epPool></epPools></subnet></subnets></vLink><vLink><name>wancom2Link</name><cloudNetworkName>wancom2</cloudNetworkName><cloudNetworkId>https://10.196.149.45/api/network/abd36a47-c086-43dd-95c6-16ae7e092aae</cloudNetworkId><subnets><subnet><name>wancom2Link:0</name><vlanId>0</vlanId><epPools><epPool><type>IPv4</type><size>4</size> <range>168.254.2.121-168.254.2.124</range></epPool></epPools></subnet></subnets></vLink><vLink><name>wancom0Link</name><cloudNetworkName>MgmtNet</cloudNetworkName><cloudNetworkId>https://10.196.149.45/api/network/ac77f469-9e80-42ea-837a-a295effc7c2e</cloudNetworkId><subnets><subnehttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlt><name>wancom0Link:0</name> <vlanId>0</vlanId><externalEpSegments><externalEpSegment> <scalabilityGroup>CSM-core</scalabilityGroup><externalEps><externalEp><name>CSM-core/bootparams</name><parameters><parameter><name>mgmtIP</name><value>10.196.149.121</value></parameter><parameter> <name>mgmtHost</name><value>csm121</value></parameter><parameter><name>mgmtIP2</name><value>10.196.149.122</value></parameter><parameter> <name>mgmtHost2</name><value>csm122</value>Application Orchestrator REST API ExamplesOracle? Communications Application Orchestrator101
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</parameter><parameter> <name>mgmtGateway</name><value>10.196.128.1</value></parameter></parameters></externalEp></externalEps></externalEpSegment><externalEpSegment> <scalabilityGroup>SLRM-core</scalabilityGroup><externalEps><externalEp> <name>SLRM-core/bootparams</name><parameters><parameter><name>mgmtIP</name><value>10.196.149http://www.anggang.com/pdf/LtnBuSbIiIMJ.html.124</value></parameter><parameter> <name>mgmtHost</name><value>slrm124</value></parameter><parameter> <name>mgmtGateway</name><value>10.196.128.1</value></parameter></parameters></externalEp></externalEps></externalEpSegment><externalEpSegment> <scalabilityGroup>SBC-core</scalabilityGroup><externalEps><externalEp> <name>SBC-core/bootparams</name><parameters><parameter><name>mgmtIP</name><value>10.196.149.125</value></parameter><parameter> <name>mgmtHost</name><value>sbc125</value></parameter><parameter><name>mgmtIP2</name><value>10.196.149.126</value></parameter><parameter> <name>mgmtHost2</name><value>sbc126</value></parameter><parameter> <name>mgmtGateway</name><value>10.196.128.1</value></parameter></parameters></externalEp></externalEps></externalEpSegment></externalEpSegments></subnet></subnets></vLink><vLink><name>coreLink</name><cloudNetworkName>CoreNet</cloudNetworkName><cloudNetworkId>htthttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlps://10.196.149.45/api/network/7791426d-d2b0-475d-90c4-4b02c627512d</cloudNetworkId><subnets><subnet>Application Orchestrator REST API Examples102Oracle? Communications Application Orchestrator
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<name>coreLink:0</name><vlanId>0</vlanId><netmask>255.255.0.0</netmask><epPools><epPool><type>IPv4</type><size>7</size><range>172.16.205.121-172.16.205.127</range></epPool><epPool><type>Mac</type><size>2</size> <addresses><address>f2:50:56:40:0a:21</address><address>f2:50:56:40:0a:25</address></addresses></epPool></epPools><sharedEps><sharedEp><name>HSS-ep</name><parameters><parameter><name>hssIP</name> <value>172.16.205.21</value></parameter></parameters></sharedEp></sharedEps></subnet></subnets></vLink><vLink><name>accessLink</name><cloudNetworkName>AccessNet</cloudNetworkName><cloudNetworkId>https://10.196.149.45/api/network/21f02d8a-9e46-4dc3-8489-89987b85e77d</cloudNetworkId><subnhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlets><subnet><name>accessLink:11</name><vlanId>11</vlanId><netmask>255.255.0.0</netmask><epPools><epPool><type>IPv4</type><size>3</size><range>182.16.205.125-182.16.205.127</range></epPool><epPool><type>Mac</type><size>1</size> <addresses><address>f2:50:56:40:0a:26</address></addresses></epPool></epPools></subnet></subnets></vLink></vLinks></vDC><pDC><siteName>oracle</siteName><vLinks><vLink><name>serviceLink</name><subnets><subnet><name>serviceLink:0</name>Application Orchestrator REST API ExamplesOracle? Communications Application Orchestrator103
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<vlanId>0</vlanId><netmask>255.255.0.0</netmask><epPools><epPool><type>IPv4</type><size>1</size><range>192.168.205.91-192.168.205.91</range></epPool></epPools></subnet></subnets></vLink><vLink><name>accessLink</name><subnets><subnet><name>accessLink:11</name><vlanId>11</vlanId><netmask>255.255.0.0</netmask><epPools><epPohttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlol><type>IPv4</type><size>1</size> <range>182.16.205.91-182.16.205.91</range></epPool></epPools></subnet></subnets></vLink><vLink><name>wancom0Link</name><subnets><subnet><name>wancom0Link:0</name> <vlanId>0</vlanId><externalEpSegments><externalEpSegment> <scalabilityGroup>SLB-core</scalabilityGroup><externalEps><externalEp><name>SLB-core/bootparams</name><parameters><parameter><name>mgmtIP</name> <value>10.196.149.8</value></parameter><parameter> <name>adminPassword</name><value>packet</value></parameter><parameter> <name>mgmtHost</name><value>sd110</value></parameter><parameter> <name>mgmtGateway</name><value>10.196.128.1</value></parameter></parameters></externalEp></externalEps></externalEpSegment></externalEpSegments></subnet></subnets></vLink></vLinks></pDC>Application Orchestrator REST API Examples104Oracle? Communications Application Orchestrator
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</dcs><vScalabhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlilityGroup><name>CSM-core</name><componentType>CSM</componentType><deviceInfo><parameter><name>userPassword</name><value>abc12345!</value></parameter><parameter><name>adminPassword</name><value>abc12345!</value></parameter><parameter><name>configPassword</name><value>acmepacket</value></parameter><parameter><name>deviceGroup</name><value>Home</value></parameter><parameter><name>snmpCommunity</name><value>public</value></parameter><parameter><name>useDeviceCluster</name><value>true</value></parameter><parameter><name>deviceClusterName</name><value>hong-csm-ha-cluster</value></parameter></deviceInfo><geoRedundancyGroups><geoRedundancyGroup><type>Preferred</type><reservedDcs><reservedDc><vdcName>qa-vdc</vdcName> <reservedSegmentCount>1</reservedSegmentCount><dcParameters><parameter><name>bootparams.gateway</name><value>10.196.128.1</value></parameter><parameter><name>bootparams.netmask0</name><valuehttp://www.anggang.com/pdf/LtnBuSbIiIMJ.html>255.255.224.0</value></parameter><parameter><name>bootparams.vlan</name><value>0</value></parameter></dcParameters></reservedDc></reservedDcs></geoRedundancyGroup></geoRedundancyGroups></vScalabilityGroup><vScalabilityGroup><name>SLRM-core</name><componentType>SLRM</componentType><deviceInfo>Application Orchestrator REST API ExamplesOracle? Communications Application Orchestrator105
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<parameter><name>userPassword</name><value>abc12345!</value></parameter><parameter><name>adminPassword</name><value>abc12345!</value></parameter><parameter><name>configPassword</name><value>acmepacket</value></parameter><parameter><name>deviceGroup</name><value>Home</value></parameter><parameter><name>snmpCommunity</name><value>public</value></parameter><parameter><name>useDeviceCluster</name><value>true</value></parameter><parameter><name>deviceClusterName</name><value>hong-slrm-cluster</valhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlue></parameter></deviceInfo><geoRedundancyGroups><geoRedundancyGroup><type>Preferred</type><reservedDcs><reservedDc><vdcName>qa-vdc</vdcName> <reservedSegmentCount>1</reservedSegmentCount><dcParameters><parameter><name>bootparams.gateway</name><value>10.196.128.1</value></parameter><parameter><name>bootparams.netmask0</name><value>255.255.224.0</value></parameter><parameter><name>bootparams.vlan</name><value>0</value></parameter></dcParameters></reservedDc></reservedDcs></geoRedundancyGroup></geoRedundancyGroups></vScalabilityGroup><vScalabilityGroup><name>SBC-core</name><componentType>SBC</componentType><deviceInfo><parameter><name>userPassword</name><value>abc12345!</value></parameter><parameter>Application Orchestrator REST API Examples106Oracle? Communications Application Orchestrator
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<name>adminPassword</name><value>abc12345!</value></parameter><parameter><name>confihttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlgPassword</name><value>acmepacket</value></parameter><parameter><name>deviceGroup</name><value>Home</value></parameter><parameter><name>snmpCommunity</name><value>public</value></parameter><parameter><name>useDeviceCluster</name><value>true</value></parameter><parameter><name>deviceClusterName</name><value>hong-sbc-ha-cluster</value></parameter><parameter><name>entitlement:capacity:capacity</name><value>5000</value></parameter><parameter><name>entitlement:feature:FEATURE_ACCOUNTING</name><value>false</value></parameter><parameter><name>entitlement:feature:FEATURE_IPV6</name><value>false</value></parameter><parameter><name>entitlement:feature:FEATURE_SAG</name><value>true</value></parameter><parameter><name>entitlement:feature:FEATURE_QOS</name><value>true</value></parameter><parameter><name>entitlement:feature:FEATURE_SESSION_RECORDING</name><value>false</value></parameter><parameter><name>entitlemehttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlnt:feature:FEATURE_IWF</name><value>false</value></parameter><parameter><name>entitlement:feature:Routing</name><value>true</value></parameter><parameter><name>entitlement:feature:Policy Server</name><value>true</value></parameter></deviceInfo><geoRedundancyGroups><geoRedundancyGroup><type>Preferred</type><reservedDcs>Application Orchestrator REST API ExamplesOracle? Communications Application Orchestrator107
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<reservedDc><vdcName>qa-vdc</vdcName> <reservedSegmentCount>1</reservedSegmentCount><dcParameters><parameter><name>bootparams.gateway</name><value>10.196.128.1</value></parameter><parameter><name>bootparams.netmask0</name><value>255.255.224.0</value></parameter><parameter><name>bootparams.vlan</name><value>0</value></parameter><parameter><name>MediaPath.CoreUsageTranscoding</name><value></value></parameter><parameter><name>MediaPath.CoreUsageDOS</name><value>3</value></http://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlparameter><parameter><name>MediaPath.CoreUsageForwarding</name><value>2</value></parameter><parameter><name>MediaPath.CoreUsageSignaling</name><value>0,1</value></parameter><parameter><name>MediaPath.PageSize</name><value>2M</value></parameter><parameter><name>MediaPath.MemorySize</name><value>1024</value></parameter><parameter><name>bootparams.other</name><value>isolcpus=2,3</value></parameter></dcParameters></reservedDc></reservedDcs></geoRedundancyGroup></geoRedundancyGroups></vScalabilityGroup><pScalabilityGroup><name>SLB-core</name><componentType>SLB</componentType><deviceInfo><parameter><name>deviceGroup</name><value>Home</value></parameter><parameter><name>snmpCommunity</name><value>public</value></parameter><parameter><name>useDeviceCluster</name>Application Orchestrator REST API Examples108Oracle? Communications Application Orchestrator
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<value>true</value></paramhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmleter><parameter><name>deviceClusterName</name><value>hong-slb-cluster</value></parameter></deviceInfo><geoRedundancyGroups><geoRedundancyGroup><type>Preferred</type><reservedDcs><reservedDc><siteName>oracle</siteName> <reservedSegmentCount>1</reservedSegmentCount></reservedDc></reservedDcs></geoRedundancyGroup></geoRedundancyGroups></pScalabilityGroup></computeStorageGroups></nfResourceConfig>Response XML<?xml version="1.0" encoding="UTF-8" standalone="yes"?> <nf><appGlobalId>ACME</appGlobalId><appName>myApp</appName><currentCPUCore>20</currentCPUCore><currentDiskGB>236</currentDiskGB><currentMemoryMB>81920</currentMemoryMB><deployedDUs>4</deployedDUs><description>Hong IMS hybrid on vCloud test</description><failedDUs>0</failedDUs><id>656</id><maxCPUCore>52</maxCPUCore><maxDiskGB>614</maxDiskGB><maxMemoryMB>212992</maxMemoryMB><minCPUCore>20</minCPUCore><minDiskGB>236</minDiskGB><minMemoryMB>81920</minMemorhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlyMB><name>hong-ims-hybrid-nf</name><state>Running</state></nf>
NF Status Information: Example
following example retrieves detailed NF deployment, capacity, health, and scalability group status information.Response XML<?xml version="1.0" encoding="UTF-8"?><nfState><capacityState>Good</capacityState><deploymentState>Running</deploymentState><healthState>Healthy</healthState><id>513</id><name>TGE_CSM_SharedEp_TEST</name><groupStates><groupState><capacityState>Good</capacityState><componentType>CSM</componentType><deploymentState>Running</deploymentState><healthState>Healthy</healthState>Application Orchestrator REST API ExamplesOracle? Communications Application Orchestrator109
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<id>514</id><name>CSM-core</name><scalingState>Good</scalingState></groupState></groupStates></nfState>
an Action Request on a Deployed NF: Example
following example shttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlubmits an action request on deployed NF.Request XML<?xml version="1.0" encoding="UTF-8"?><nfAction><appName>NSO</appName><appGlobalId>NSOBoston</appGlobalId><type>SetOperational|Undeploy|Redeploy|Delete</type></nfAction>
Orchestrator Scaling Event Resource Examples
All Event Registrations: Example
following example lists all event registrations from Oracle Communications Application Orchestrator.Response XML<?xml version="1.0" encoding="UTF-8"?><eventRegistrations><eventRegistration><appName>OCSEM</appName><appGlobalId>OCSEMBoston</appGlobalId><callbackServerBaseUris><callbackServerBaseUri>http://localhost:8080</callbackServerBaseUri></callbackServerBaseUris><callbackUriPath>/rest/v1.0/ocsem/events/callback</callbackUriPath><eventTopics><eventTopic>ScalingRequest</eventTopic><eventTopic>Scaling</eventTopic><eventTopic>StateChange</eventTopic></eventTopics><id>1</id><loginUrhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmliPath>/rest/v1.0/admin/login</loginUriPath><logoutUriPath>/rest/v1.0/admin/logout</logoutUriPath><messageFormat>xml</messageFormat><pwd>xxxx</pwd><user>AoSystem</user></eventRegistration><eventRegistration><appName>NSO</appName><appGlobalId>NSOBoston</appGlobalId><callbackServerBaseUris><callbackServerBaseUri>http://localhost:9191</callbackServerBaseUri></callbackServerBaseUris><callbackUriPath>eventReceiver/event</callbackUriPath><description>event registration test</description><eventTopics><eventTopic>Scaling</eventTopic><eventTopic>ScalingRequest</eventTopic><eventTopic>StateChange</eventTopic>Application Orchestrator REST API Examples110Oracle? Communications Application Orchestrator
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</eventTopics><id>4</id><loginUriPath>eventReceiver/login</loginUriPath><logoutUriPath>eventReceiver/logout</logoutUriPath><messageFormat>xml</messageFormat><pwd>xxxx</pwd><user>admin</user></eventRegisthttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlration><pageInfo><limitation>50</limitation><numberOfElements>2</numberOfElements><offset>1</offset></pageInfo></eventRegistrations>
an Event: Example
following example submits data to the northbound client application to confirm that it received an event messagefrom Oracle Communications Application Orchestrator.Request XML<?xml version="1.0" encoding="UTF-8"?><eventStatus><seqId>123</seqId><appName>NSO</appName><appGlobalId>NSOBoston</appGlobalId><eventType>ScaleOut</eventType ><status>Success|Failed</status></eventStatus>
Application Orchestrator Alarms: Example
following example retrieves Oracle Communications Application Orchestrator alarms that are generated when analarm occurs on a node for the northbound client application.Response XML<?xml version="1.0" encoding="UTF-8"?><alarmDetails><alarmDetail><acknowledgedBy/><annotation/><description>String</descriptionhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.html><failedResource>10.196.0.91</failedResource><objectId>1</objectId><severity>Major</severity><source>10.196.0.91</source><sourceGroupId>45</sourceGroupId><sourceIp>10.196.0.91</sourceIp><sysUpTime>0 days, 0 hours, 1 minutes, 5 seconds</sysUpTime><time>Thu Mar 17 11:09:54 EDT 2016</time><trapName>apNNCTrapRelayNotAliveNotification</trapName><type>TrapRelayMonitor</type></alarmDetail></alarmDetails>Application Orchestrator REST API ExamplesOracle? Communications Application Orchestrator111
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B
and Configure the REST Sample Client
following task shows how to install and configure the REST sample client on which you can view the structureand composition of the Oracle Communications Application Orchestrator REST API in order to help you constructyour own REST client.1. Download the NNC<Version>RESTClient.zip file from the Oracle Delivery Software Cloud to yohttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmlur server bydoing the following:a) Type Oracle Communications Application Orchestrator in the Product drop-down list.b) Click the Select Platform drop-down list.c) In the Select Platform drop-down dialog box, select Acme Packet OS.d) Continue through the next screens and accept the Oracle license agreements and download the productinstallation zip file.2. Within the product installation zip file, unzip <NNC_VERSION>RESTClient.zip file and open the README.txtfile.3. Download the Jersey client software to the /lib directory, and unzip the file. Use the README.txt file to verify theJersey client directory structure on the server.4. Run chmod  x * within the bin folder to make bash scripts executable.5. Run the ./build.sh to compile source code.6. Open and modify the <rest-client> class file to configure REST API calls under the src folder by editing theRESTClientExample, which is a container of all calls to the Oracle Communicationhttp://www.anggang.com/pdf/LtnBuSbIiIMJ.htmls Application OrchestratorREST API and uncomment parameters in the main () method to execute different call flows.7. Modify XML files in the xml folder.8. Configure the individual REST API methods, which are called from the main method.9. Run the ./run.sh <rest-client> <server-name>:<port> script to execute the desired REST client within the srcfolder.Oracle? Communications Application Orchestrator113
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